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NUCLEAR SECURITY: CAN DOE MEET PHYS-
ICAL FACILITY SECURITY REQUIREMENT

TUESDAY, APRIL 27, 2004

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON NATIONAL SECURITY, EMERGING
THREATS AND INTERNATIONAL RELATIONS,
COMMITTEE ON GOVERNMENT REFORM,
Washington, DC.

The subcommittee met, pursuant to notice, at 10:04 a.m., in room
2154, Rayburn House Office Building, Hon. Christopher Shays
(chairman of the subcommittee) presiding.

Present: Representatives Shays and Watson.

Staff present: Lawrence Halloran, staff director and counsel; J.
Vincent Chase, chief investigator; Thomas Costa, professional staff
member; Robert Briggs, clerk; Jean Gosa, minority assistant clerk;
and Andrew Su, minority professional staff member.

Mr. SHAYS. I call this hearing of the Subcommittee on National
Security, Emerging Threats and International Relations to order.

Today, we continue our oversight of physical security at the Na-
tion’s nuclear weapons facilities. Last June, we learned the Depart-
ment of Energy [DOE], was not aggressively confronting the many
challenges posed by the need to secure a sprawling, aging infra-
structure against post-September 11th threats.

So we asked the GAO to evaluate the development and imple-
mentation of the new security standard called the design basis
threat [DBT].

The GAO report released today finds some progress, but con-
cludes the new DBT may not be as realistic, rigorous, or real-time
as needed to protect nuclear materials from determined terrorists.

Without question, DOE nuclear warhead production plants, test-
ing facilities, research labs, storage locations, and decommissioned
sites are attractive targets for terrorists determined to turn our
technology against us and willing to die while doing so. The highly
enriched uranium and plutonium held at various locations could be
used as the core of an improvised nuclear device or dispersed as
a radiological weapon.

Yet, it took almost 2 years and an inexplicably and inexcusably
long time to update the DBT after September 11th.

Faced with a new security imperative to deny access, not just
contain or catch intruders, it should have been immediately obvi-
ous DOE has too many facilities housing nuclear materials. And
those facilities are old, above ground, scattered around cluttered
World War II era plant configurations and not buffered by ade-
quate setback space.
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It may not be enough just to harden existing sites with more
gates, guns, and guards. Consolidation of nuclear material storage,
long advocated, but little pursued at DOE, would improve security
by reducing the number of sites and the cost of protecting them.

New security technologies will have to be evaluated and deployed
to meet emerging threats. But as we will hear in testimony today,
a serious question remains whether the DBT adequately reflects
the true nature of the threat. Some believe the design basis threat
might be more accurately called the dollar-based threat, reflecting
only a watered down measure of how much security the Depart-
ment can afford. Additionally, GAO doubts DOE will be able to
fully implement even that standard before 2009. We know that ter-
rorists will not wait that long to try to exploit lingering
vulnerabilities in our nuclear complex defenses.

Last month, DOE announced a plan to move some nuclear mate-
rial from Technical Area 18 at the Los Alamos National Laboratory
to a more secure facility in Nevada. Implementation of that plan
will demonstrate a sharper focus and renewed sense of urgency at
DOE and the National Nuclear Security Administration [NNSA],
but we need to be sure that consolidation is just the most visible
part of a broad strategic effort to implement a realistic DBT.

Charged by law to sustain the Nation’s nuclear deterrent capa-
bilities, DOE and NNSA have the unenviable task of balancing the
demands of that mission against the risks and costs of meeting se-
curity threats in a new and dangerous era. Our oversight seeks to
ensure that balance is struck as openly and as effectively as pos-
sible so that nuclear security, Homeland Security, and national se-
curity will be enhanced. Those are goals shared by all our wit-
nesses, and we are grateful for their participation in this hearing.
We welcome them, and we look forward to their testimony.

[NOTE.—The GAO report entitled, “Nuclear Security, DOE Needs
to Resolve Significant Issues Before It Fully Meets the New Design
Basis Threat,” may be found in subcommittee files.]

[The prepared statement of Hon. Christopher Shays follows:]
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Statement of Rep. Christopher Shays
April 27,2004

Today we continue our oversight of physical security at the
nation’s nuclear weapons facilities. Last June, we learned the Department of
Energy (DoE) was not aggressively confronting the many challenges posed
by the need to secure a sprawling, aging infrastructure against post-
September 11" threats. So we asked the General Accounting Office (GAO)
to evaluate the development and implementation of the new nuclear security
standard — called the “Design Basis Threat” or DBT.

The GAO report, released today, finds some progress but concludes
the new DBT may not yet be as realistic, rigorous or real-time as needed to
protect nuclear materials from determined terrorists. Without question, DoE
nuclear warhead production plants, test facilities, research labs, storage
locations and decommissioned sites are attractive targets for terrorists
determined to turn our technology against us, and willing to die while doing
so. The highly enriched uranium and plutonium held at various locations
could be used as the core of an improvised nuclear device or dispersed as a
radiological weapon.

Yet it took almost two years - an inexplicably and inexcusably long
time - to update the DBT after September 11%.
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Faced with the new security imperative to deny access, not just
contain or catch intruders, it should have been immediately obvious DOE
has too many facilities housing nuclear materials. And those facilities are
old, above ground, scattered around cluttered World War I era plant
configurations and not buffered by adequate setback space.

It may not be enough just to harden existing sites with more gates,
guns and guards. Consolidation of nuclear material storage, long advocated
but little pursued at DoE, would improve security by reducing the number of
sites and the cost of protecting them. New security technologies will have to
be evaluated and deployed to meet emerging threats.

But as we will hear in testimony today, a serious question remains
whether the DBT adequately reflects the true nature of the threat, Some
believe the Design Basis Threat might be more accurately called the “Dollar
Based Threat” reflecting only a watered down measure of how much
security the Department can afford. And, GAO doubts DOE will be able to
fully implement even that standard before 2009. We know the terrorists will
not wait that long to try to exploit lingering vulnerabilities in our nuclear
complex defenses.

Last month, DOE announced a plan to move some nuclear material
from Technical Area 18 at the Los Alamos National Laboratory to a more
secure facility in Nevada. Implementation of that plan will demonstrate a
sharper focus and renewed sense of urgency at DOE and the National
Nuclear Security Administration (NNSA). But we need to be sure that
consolidation is just the most visible part of a broad, strategic effort to
implement a realistic DBT.

Charged by law to sustain the nation’s nuclear deterrent capabilities,
DOE and NNSA have the unenviable task of balancing the demands of that
mission against the risks and costs of meeting security threats in a new and
dangerous era. Our oversight seeks to ensure that balance is struck as
openly and as effectively as possible so that nuclear security, homeland
security and national security will be enhanced.

Those are goals shared by all our witnesses, and we are grateful for
their participation in this hearing. Welcome. We look forward to your
testimony.



5

Mr. SHAYS. At this time, I will recognize and then swear in Robin
M. Nazzaro, Director, National Resources and Environment, U.S.
General Accounting Office, accompanied by James Noel, Assistant
Director, National Resources and Environment, U.S. General Ac-
counting Office. And Danielle Brian, executive director, Project On
Government Oversight. At this time, if you would stand.

Is there anyone else that possibly would be responding? If so, 1
would like for them to stand to be sworn in just in case.

[Witnesses sworn. ]

Mr. SHAYS. Note for the record our witnesses have responded in
the affirmative.

We will basically have a statement by Director Nazzaro, and
then \ﬁe will invite Mr. Noel and Ms. Brian to respond to questions
as well.

Excuse me. We do have testimony? I'm sorry, I apologize.

So Mr. Noel, you are the only one who does not have testimony
but will respond to questions. Is that correct?

Mr. NOEL. Correct.

Mr. SHAYS. OK. Thank you. I will get it together here.

Welcome.

STATEMENTS OF ROBIN M. NAZZARO, DIRECTOR, NATURAL
RESOURCES AND ENVIRONMENT, U.S. GENERAL ACCOUNT-
ING OFFICE, ACCOMPANIED BY JAMES NOEL, ASSISTANT DI-
RECTOR, NATIONAL RESOURCES AND ENVIRONMENT, U.S.
GENERAL ACCOUNTING OFFICE; AND DANIELLE BRIAN, EX-
ECUTIVE DIRECTOR, PROJECT ON GOVERNMENT OVER-
SIGHT

Ms. NAzzARO. Thank you, Mr. Chairman.

I am pleased to be here today to discuss our report that you are
issuing entitled, “Nuclear Security: DOE Needs to Resolve Signifi-
cant Issues Before It Fully Meets the New Design Basis Threat.”

A successful terrorist attack on a site containing nuclear weap-
ons or the material used in nuclear weapons could have devastat-
ing consequences. Because of these risks, DOE needs an effective
safeguards and security program. A key component of such a pro-
gram is the design basis threat [DBT], which is a classified docu-
ment that identifies the potential size and capabilities of terrorist
forces and is based on the postulated threat and intelligence com-
munity assessment of potential terrorist threats to nuclear weap-
ons facilities.

Following the September 11, 2001, terrorist attacks, you asked
us to review physical security at DOE sites that have Category I
special nuclear material. These material include specified quan-
tities of plutonium and highly enriched uranium.

Last year, I testified before this subcommittee that while DOE
took immediate steps to improve security in the aftermath of the
September 11th terrorist attacks, DOE’s effort to develop and issue
a new DBT took almost 2 years.

Today, I would like to focus on the implementation of the new
DBT that was issued in May 2003. Specifically, my testimony fo-
cuses on our analysis of the higher threat contained in the new
DBT and the remaining issues that we feel need to be resolved in
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order for DOE to fully defend against the threat contained in the
DBT.

With respect to our analysis of the 2003 DBT, we have two areas
of concern. First, while we found that the new DBT is substantially
more demanding than the previous one, the threat contained in the
2003 DBT is less than the threat identified in the postulated
threat. Or, in other words, DOE is preparing to defend against a
significantly smaller group of terrorists. Only for its sites and oper-
ations that handle nuclear weapons is DOE currently preparing to
defend against an attacking force that approximates the lower
range of the threat identified in the postulated threat.

For its other Category I special nuclear material sites, which
may have improvised nuclear device concerns that, if successfully
exploited by terrorists, could result in a nuclear detonation, DOE
is only preparing to defend against a terrorist force that is signifi-
cantly smaller than was identified in the postulated threat.

Our second concern with the DBT is that the Department’s cri-
teria for determining the severity of radiological, chemical, or bio-
logical sabotage may be insufficient. For example, the criterion
used for protection against radiological sabotage is based on acute
radiation doses received by individuals. This may not fully capture
or characterize the damage that a major radiological disposal might
cause. For example, a worst-case analysis at one DOE site showed
that while radiological dispersal would not pose immediate, acute
health problems for the general public, the public could experience
measurable increases in cancer mortality over a period of decades
after such an event. Moreover, releases at the site could also have
environmental consequences requiring hundreds of millions to bil-
lions of dollars to clean up and affect the habitat of people who live
within 10 miles of the sight.

Now, let me highlight the issues that we feel need to be resolved
in order for DOE to fully defend against the threat contained in the
new DBT. To date, DOE has not developed any official estimates
of the overall costs of DBT implementation. More importantly, cur-
rent DBT implementation cost estimates do not include items such
as closing unneeded facilities, transporting and consolidating mate-
rials, completing line-item construction projects and other impor-
tant activities that are outside the responsibility of the Safeguards
and Security Programs budget. Finally, complicating the issue is
the fact that the Secretary has not yet designated as called for in
the new DBT which, if any, of DOE sites have improvised nuclear
concerns. If a site is designated to have such a concern, it may be
required to shift to a more demanding and costly protection strat-
egy.

Bottom line, DOE is unlikely to meet its own fiscal year 2006
deadline for full implementation of the new DBT. Some sites esti-
mate that it could take as long as 5 years given adequate funding.

In our report, we made seven recommendations to the Secretary
of Energy that are intended to strengthen DOE’s ability to meet
the requirements of the new DBT, improve the Department’s abil-
ity to deal with future terrorist threats, and to better inform Con-
gress on departmental progress in meeting the threat contained in
the DBT and reducing risks to critical facilities at DOE sites.
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Mr. Chairman, that concludes my statement. I would be happy
to respond to any questions you may have.
[The prepared statement of Ms. Nazzaro follows:]
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DOE took a series of actions in response to the terrorist attacks of
September 11, 2001. While each of these has been important, in and of
themselves, they are not sufficient to ensure that all of DOE’s sites are
adequately prepared to defend themselves against the higher terrorist threat
present in the post September 11, 2001 world. Specifically, GAO found:

+ DOE took almost 2 years to develop a new DBT because of (1) delays in
developing an intelligence community assessment—known as the
Postulated Threat—of the terrorist threat to nuclear weapon facilities,
(2) DOE’s lengthy comment and review process for developing policy,
and (3) sharp debates within DOE and other government organizations
over the size and capabilities of future terrorist threats and the
availability of resources to meet these threats,

*  While the May 2003 DBT identifies a larger terrorist threat than did the
previous DBT, the threat identified in the new DBT, in most cases, is less
than the threat identified in the intelligence community’s Postulated
‘Threat, on which the DBT has been traditionally based. The new DBT
identifies new possible terrorist acts such as radiological, chemical, or
biological sabotage. However, the criteria that DOE has selected for
determining when facilities may need to be protected against these
forms of sabotage may not be sufficient. For example, for chemical
sabotage, the 2003 DBT requires sites to protect to “industry standards;”
however, such standards currently do not exist.

* DOE has been slow to resolve a number of significant issues, such as
issuing additional DBT implementation guidance, developing DBT
implementation plans, and developing budgets to support these plans,
that may affect the ability of its sites to fully meet the threat contained in
the new DBT in a timely fashion. Consequently, DOE's deadline to meet
the requirements of the new DBT by the end of fiscal year 2006 is
probably not realistic for some sites.
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Mr. Chairman and Members of the Subcommittee:

1 am pleased to be here today to discuss our work for this Subcommittee
on physical security at the Department of Energy (DOE}) and the National
Nuclear Security Administration (NNSA)—a separately organized agency
within DOE. Specifically, today we are issuing our report, Nuclear
Security: DOE Needs to Resolve Significant Issues Before It Fully Meets
the New Destgn Basis Threat (GAQ-04-623).

DOE has long recognized that a successful terrorist attack on a site
containing nuclear weapons or the material used in nuclear weapons—
called special nuclear material—could have devastating consequences for
the site and its surrounding communities. Because terrorist attacks against
sites that contain special nuclear material could have such devastating
consequences, DOE's effective management of the safeguards and security
program, which includes developing safeguards and security policies, is
essential to preventing an unacceptable, adverse impact on national
security.' For many years, DOE has employed risk-based security
practices. To manage potential risks, DOE has developed a design basis
threat (DBT), a classified document that identifies the potential size and
capabilities of terrorist forces. DOE’s DBT is based on an intelligence
community assessment known as the Postulated Threat. DOE requires the
contractors operating its sites to provide sufficient protective forces and
equipment to defend against the threat contained in the DBT. The DBT in
effect on September 11, 2001, had been DOE policy since June 1899. DOE
replaced the 1999 DBT in May 2003 to better reflect the current and
projected terrorist threats that resulted from the September 11, 2001,
attacks.

Following the September 11, 2001, terrorist attacks, you asked us to
review physical security at DOE sites that have facilities with Category I
special nuclear material. Category I special nuclear material includes
specified quantities of plutonium and highly enriched uranium in forms of
assembled nuclear weapons and test devices, major nuclear coraponents,
and other high-grade materials such as solutions and oxides. Specifically,
we examined, among other things, (1) the reasons DOE needed almost 2
years to develop a new DBT; (2) the higher threat contained in the new

!See U.8. General Accounting Office, Nuclear Security: NNSA Needs to Better Manage Its
Safeguards and Securily Program, GAQ-03-471 (Washington, D.C.: May 30, 2003).

Page 1 GAD-04-701T
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DBT; and (3) the remaining issues that need to be resolved in order for
DOE to fully defend against the threat contained in the new DBT.?

To carry out our objectives, we reviewed draft DBTSs, the final May 2003
DBT, and DOE policy and planning documents, including orders,
implementation guidance, and reports. We met with officials from DOE
and NNSA headquarters and field offices. We obtained information
primarily from DOE’s Office of Security, Office of Independent Oversight
and Performance Assurance, and Office of Environmental Management;
NNSA’s Office of Defense Nuclear Security; and NNSA's Nuclear
Safeguards and Security Program. We visited all three of NNSA’s three
design laboratories and its two production plants that possess Category 1
special nuclear material, as well as NNSA’s Office of Secure
Transportation. We also visited the four EM sites that, at the time,
contained Category 1 special nuclear materials. At each site we met with
both federal and contractor officials and reviewed pertinent supporting
documentation. We also discussed postulated terrorist threats to nuclear
weapon facilities with two Department of Defense (DOD) organizations:
the Office of the Assistant Secretary of Defense for Command, Control,
Communications, and Intelligence; and the Defense Intelligence Agency.
We also reviewed The Postulated Threat te U.S. Nuclear Weapon
Facilities and Other Selected Strategic Facilities, henceforth referred to
as the Postulated Threat, which is the intelligence community’s January
2003 official assessment of potential terrorist threats to nuclear weapon
facilities.

We performed our work from December 2001 through April 2004 in
accordance with generally accepted government auditing standards.

In summary, we found that while DOE has taken some important actions
in its response to the terrorist attacks of September 11, 2001, DOE
struggled to develop its new DBT. The DBT that DOE ultimately
developed, however, is substantially more demanding than the previous
one. Because the new DBT is more demanding and because DOE wants to
implement new protective strategies within 2 years, DOE must press
forward with additional actions to ensure that it is fully prepared to

*We testified on these issues before the Subcommittee on National Security, Emerging
Threats, and I ional i House ¢ i on Government Reform, on June
24, 2003. See U.S. General Accounting Office, Nuclear Security: DOE's Response to the
September 11, 2001 Terrovist Attucks, GAO-03-898TC (Washington, D.C.: June 24, 2003).

Page 2 GAOQ-04-701T
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provide a timely and cost effective defense of its most sensitive facilities.
Specifically, we found the following:

Development of the new DBT took almost 2 years because of (1) delays in
developing an intelligence community assessment—known as the
Postulated Threat—of the terrorist threat to nuclear weapon facilities, (2)
DOE’s lengthy comment and review process for developing policy, and (3)
sharp debates within DOE and other government organizations over the
size and capabilities of future terrorist threats and the availability of
resources to meet these threats.

While the May 2003 DBT identifies a larger terrorist threat than did the
previous DBT, the threat identified in the new DBT, in most cases, is less
than the threat identified in the intelligence community’s Postulated
Threat, on which the DBT has been traditionally based. The new DBT
identifies new possible terrorist acts such as radiological, chemical, or
biological sabotage. However, the criteria that DOE has selected for
determining when facilities may need to be protected against these forms
of sabotage may not be sufficient. For example, for chemical sabotage, the
2003 DBT requires sites to protect to “industry standards;” however, such
standards currently do not exist.

DOE has been slow to resolve a number of significant issues, such as
issuing additional DBT implementation guidance, developing DBT
implementation plans, and developing budgets to support these plans, that
may affect the ability of its sites to fully meet the threat contained in the
new DBT in a timely fashion. Consequently, DOE's deadline to meet the
requirements of the new DBT by the end of fiscal year 2006 is probably not
realistic for some sites,

in our report to you, we made seven recommendations to the Secretary of
Energy that are intended to strengthen DOE’s ability to meet the
requirements of the new DBT, improve the department’s ability to deal
with future terrorist threats, and better inform Congress on departmental
progress in meeting the threat contained in the new DBT and reducing
risks to critical facilities at DOE sites. DOE did not comment specifically
on our recommendations other than to say that the department would
consider them as part of its Departmental Management Challenges for
2004. DOE has identified the DBT as a major departmental initiative within
the National Security Management Challenge.

Background

Category I special nuclear materials are present at the three design
laboratories—the Los Alamos National Laboratory in Los Alamos, New

Page 3 GAO-04-7T01T
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Mexico; the Lawrence Livermore National Laboratory in Livermore,
California; and the Sandia National Laboratory in Albuguerque, New
Mexico—and two production sites—the Pantex Plant in Amarillo, Texas,
and the Y-12 Plant in Oak Ridge, Tennessee, operated by NNSA. Special
nuclear material is also present at former production sites, including the
Savannah River Site in Savannah River, South Carolina, and the Hanford
Site in Richland, Washington. These former sites are now being cleaned up
by DOE’s Office of Environmental Management (EM).? Furthermore,
NNSA's Office of Secure Transportation transports these materials among
the sites and between the sites and DOD bases. Contractors operate each
site for DOE.* NNSA and EM have field offices collocated with each site. In
fiscal year 2004, NNSA and EM expect to spend nearly $900 million on
physical security at their sites." Physical security combines security
equipment, personnel, and procedures to protect facilities, information,
documents, or material against theft, sabotage, diversion, or other crirninal
acts.

In addition to NNSA and EM, DOE has other important security
organizations. DOE's Office of Security develops and promulgates orders
and policies, such as the DBT, to guide the department’s safeguards and
security programs. DOE’s Office of Independent Oversight and
Performance Assurance supports the department by, among other things,
independently evaluating the effectiveness of contractors’ performance in
safeguards and security. It also performs follow-up reviews to ensure that
confractors have taken effective corrective actions and appropriately
addressed weaknesses in safeguards and security. Under a recent
reorganization, these two offices were incorporated into the new Office of
Security and Safety Performance Assurance. Each office, however, retains
its individual missions, functions, structure, and relationiship to the other.

At the time of our review, the Rocky Flats Environmental Technology Site in Rocky Flats,
Colorado, was in the process of shipping its remaining Category I special nuclear material
primarily to the Savannah River Site. This has now been completed. In addition,
responsibility for the Idaho National Engineering and Environmental Laboratory, in Idaho
Falls, Idaho, which is also a Category I special nuclear material site, was transferred from
DOE's EM to DOE'’s Office of Nuclear Energy in May 2003.

*Federal eraployees instead of contractors operate the assets of the Office of Secure
Transportation.

*Other DOE program offices, such as the Office of Science and Office of Nuclear Energy

operate sites that may contain Category I special nuclear material. In fiscal year 2004, these
program offices expect to spend $118 million on security.
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The risks associated with Category I special nuclear materials vary but
include the nuclear detonation of a weapon or test device at or near design
yield, the creation of improvised nuclear devices capabie of producing a
nuclear yield, theft for use in an illegal nuclear weapon, and the potential
for sabotage in the form of radioactive dispersal. Because of these risks,
DOE has long employed risk-based security practices.

The key component of DOE’s well-established, risk-based security
practices is the DBT, a classified document that identifies the
characteristics of the potential threats to DOE assets. The DBT has been
traditionally based on a classified, multiagency intelligence community
assessment of potential terrorist threats, known as the Postulated Threat.
The DBT considers a variety of threats in addition to the terrorist threat.
Other adversaries considered in the DBT include criminals, psychotics,
disgruntled employees, violent activists, and spies. The DBT also considers
the threat posed by insiders, those individuals who have authorized,
unescorted access to any part of DOE facilities and programs. Insiders
may operate alone or may assist an adversary group. Insiders are routinely
considered to provide assistance to the terrorist groups found in the DBT.
‘The threat from terrorist groups is generally the most demanding threat
contained in the DBT.

DOE counters the terrorist threat specified in the DBT with a multifaceted
protective system. While specific measures vary from site to site, all
protective systems at DOE's most sensitive sites employ a defense-in-
depth concept that includes sensors, physical barriers, hardened facilities
and vaults, and heavily armed paramilitary protective forces equipped with
such items as automatic weapons, night vision equipment, body armor,
and chemical protective gear.

Depending on the material, protective systems at DOE Category I special
nuclear material sites are designed to accomplish the following objectives
in response to the terrorist threat:

Denial of access. For some potential terrorist objectives, such as the
creation of an improvised nuclear device, DOE may employ a protection
strategy that requires the engagement and neutralization of adversaries
before they can acquire hands-on access to the assets,

Denial of task. For nuclear weapons or nuclear test devices that terrorists
might seek to steal, DOE requires the prevention and/or neutralization of
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the adversaries before they can cormplete a specific task, such as stealing
such devices.

Containment with recapture. Where the theft of nuclear material (instead
of a nuclear weapon) is the likely terrorist objective, DOE requires that
adversaries not be allowed to escape the facility and that DOE protective
forces recapture the material as soon as possible. This objective requires
the use of specially trained and well-equipped special response teams.

The effectiveness of the protective system is formally and regularly
examined through vulnerability assessments. A vulnerability assessment is
a systematic evaluation process in which gualitative and quantitative
techniques are applied to detect vulnerabilities and arrive at effective
protection of specific assets, such as special nuclear material. To conduct
such assessments, DOE uses, among other things, subject matter experts,
such as U.S. Special Forces; computer modeling to simulate attacks; and
force-on-force performance testing, in which the site’s protective forces
undergo simulated attacks by a group of mock terrorists.

The results of these assessments are documented at each site ina
classified document known as the Site Safeguards and Security Plan. In
addition to identifying known vulnerabilities, risks, and protection
strategies for the site, the Site Safeguards and Security Plan formally
acknowledges how much risk the contractor and DOE are willing to
accept. Specifically, for more than a decade, DOE has employed a risk
managemment approach that seeks to direct resources to its most critical
assets—in this case Category I special nuclear material-—and mitigate the
risks to these assets to an acceptable level. Levels of risk—high, medium,
and low—are assigned classified numerical values and are derived from a
mathematical equation that compares a terrorist group’s capabilities with
the overall effectiveness of the crucial elements of the site’s protective
forces and systems.

Historically, DOE has striven to keep its most critical assets at a low risk
level and may insist on immediate compensatory measures should a
significant vulnerability develop that increases risk above the low risk
level. Compensatory measures could include such things as deploying
additional protective forces or curtailing operations until the asset can be
better protected. In response to a September 2000 DOE Inspector
General’s report recommending that DOE establish a policy on what
actions are required once high or moderate risk is identified, in September
2003, DOE’s Office of Security issued a policy clarification stating that
identified high risks at facilities must be formally reported to the Secretary
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of Energy or Deputy Secretary within 24 hours. In addition, under this
policy clarification, identified high and moderate risks require corrective
actions and regular reporting.

Through a variety of complementary measures, DOE ensures that its
safeguards and security policies are being complied with and are
performing as intended. Contractors perform regular self-assessments and
are encouraged to uncover any problems themselves. DOE Orders also
require field offices to comprehensively survey contractors’ operations for
safeguards and security every year. DOE’s Office of Independent Oversight
and Performance Assurance provides yet another check through its
comprehensive inspection program. All deficiencies identified during
surveys and inspections require the contractors to take corrective action.

Development of the
New DBT Took
Almost 2 Years
Because of Delays in
Developing the
Postulated Threat and
DOE’s Lengthy
Review and Comment
Process

In the immediate aftermath of Septeraber 11, 2001, DOE officials realized
that the then current DBT, issued in April 1999 and based on a 1998
intelligence community assessment, was obsolete. The September 11,
2001, terrorist attacks suggested larger groups of terrorists, larger vehicle
bombs, and broader terrorist aspirations to cause mass casualties and
panic than were envisioned in the 1999 DOE DBT. However, formally
recognizing these new threats by updating the DBT was difficult and took
21 months because of delays in issuing the Postulated Threat, debates over
the size of the future threat and the cost to meet it, and the DOE policy
process.

As mentioned previously, DOE’s new DBT is based on a study known as
the Postulated Threat, which was developed by the U.S. intelligence
comrunity. The intelligence community originally planned to complete
the Postulated Threat by April 2002; however, the document was not
completed and officially released until January 2003, about 9 months
behind the original schedule. According to DOE and DOD officials, this
delay resulted from other demands placed on the intelligence community
after September 11, 2001, as well as from sharp debates among the
organizations developing the Postulated Threat over the size and
capabilities of future terrorist threats and the resources needed to meet,
these threats,

While waiting for the new Postulated Threat, DOE developed several
drafts of its new DBT. During this process, debates, similar to those that
occurred during the development of the Postulated Threat, emerged in
DOE. Like the participants responsible for developing the Postulated
Threat, during the development of the DBT, DOE officials debated the size
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of the future terrorist threat and the costs to meet it. DOE officials at all
levels told us that concern over resources played a large role in developing
the 2003 DBT, with some officials calling the DBT the “funding basis
threat,” or the maximum threat the department could afford. This tension
between threat size and resources is not a new development. According to
a DOE analysis of the development of prior DBTs, political and budgetary
pressures and the apparent desire to reduce the requirements for the size
of protective forces appear to have played a significant role in determining
the terrorist group nurbers contained in prior DBTs.

Finally, DOE developed the DBT using DOE's policy process, which
emphasizes developing consensus through a review and comment process
by program offices, such as EM and NNSA. However, many DOE and
contractor officials found that the policy process for developing the new
DBT was laborious and not timely, especially given the more dangerous
threat environment that has existed since September 11, 2001. As a result,
during the time it took DOE to develop the new DBT, its sites were only
required to defend against the terrorist group defined in the 1999 DBT,
which, in the aftermath of September 11, 2001, DOE officials realized was
obsolete.

The May 2003 DBT
Identifies a Larger
Terrorist Threat, but
in Most Cases is Less
Than the Terrorist
Threat Identified by
the Postulated Threat

While the May 2003 DBT identifies a larger terrorist group than did the
previous DBT, the threat identified in the new DBT, in most cases, is less
than the terrorist threat identified in the intelligence community's
Postuiated Threat. The Postulated Threat estimated that the force
attacking a nuclear weapons site would probably be a relatively small
group of terrorists, although it was possible that an adversary might use a
greater number of terrorists if that was the only way to attain an important
strategic goal. In contrast to the Postulated Threat, DOE is preparing to
defend against a significantly smaller group of terrorists attacking many of
its facilities. Specifically, only for its sites and operations that handle
nuclear weapons is DOE currently preparing to defend against an
attacking force that approximates the lower range of the threat identified
in the Postulated Threat. For its other Category I special nuclear material
sites, all of which fall under the Postulated Threat’s definition of a nuclear
weapons site, DOE is requiring preparations to defend against a terrorist
force significantly smaller than was identified in the Postulated Threat.
DOE calls this a graded threat approach.

Some of these other sites, however, may have improvised nuclear device

concerns that, if successfully exploited by terrorists, could result in a
nuclear detonation. Nevertheless, under the graded threat approach, DOE
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requires these sites only io be prepared to defend against a smaller force
of terrorists than was identified by the Postulated Threat. Officials in
DOE’s Office of Independent Oversight and Performance Assurance
disagreed with this approach and noted that sites with improvised nuclear
device concerns should be held to the same requirements as facilities that
possess nuclear weapons and test devices since the potential worst-case
consequence at both types of facilities would be the same—a nuclear
detonation. Other DOE officials and an official in DOD’s Office of the
Assistant Secretary of Defense for Command, Control, Communications,
and Intelligence disagreed with the overall graded threat approach,
believing that the threat should not be embedded in the DBT by adjusting
the number of terrorists that might attack a particular target.

DOE Office of Security officials cited three reasons for why the
department departed from the Postulated Threat’s assessment of the
potential size of terrorist forces. First, these officials stated that they
believed that the Postulated Threat only applied to sites that handled
completed nuclear weapons and test devices. However, both the 2003
Postulated Threat, as well as the preceding 1998 Postulated Threat, state
that the threat applies to nuclear weapons and special nuclear material
without making any distinction between them. Second, DOE Office of
Security officials believed that the higher threat levels contained in the
2003 Postulated Threat represented the worst potential worldwide
terrorist case over a 10-year period. These officials noted that while some
U.S. assets, such as military bases, are located in parts of the world where
terrorist groups receive some support from local governments and
societies thereby allowing for an expanded range of capabilities, DOE
facilities are located within the United States, where terrorists would have
a more difficult time operating. Furthermore, DOE Office of Security
officials stated that the DBT focuses on a nearer-term threat of 5 years. As
such, DOE Office of Security officials said that they chose to focus on
what their subject matter experts believed was the maximum, credible,
near-term threat to their facilities. However, while the 1998 Postulated
Threat made a distinction between the size of terrorist threats abroad and
those within the United States, the 2003 Postulated Threat, reflecting the
potential implications of the September 2001 terrorist attacks, did not
make this distinction. Finally, DOE Office of Security officials stated that
the Postulated Threat document represented a reference guide instead of a
policy document that had to be rigidly followed. The Postulated Threat
does acknowledge that it should not be used as the sole consideration to
dictate specific security requirements and that decisions regarding
security risks should be made and managed by decision makers in policy
offices. However, DOFE has traditionally based its DBT on the Postulated
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Threat. For example, the prior DBT, issued in 1999, adopted exactly the
same terrorist threat size as was identified by the 1998 Postulated Threat.

Finally, the department’s criteria for determining the severity of
radiological, chemical, and biological sabotage may be insufficient. For
example, the criterion used for protection against radiological sabotage is
based on acute radiation dosages received by individuals. However, this
criterion may not fully capture or characterize the damage that a major
radiological dispersal at a DOE site might cause. For example, according
to a March 2002 DOE response to a January 23, 2002, letter from
Representative Edward J. Markey, a worst-case analysis at one DOE site
showed that while a radiological dispersal would not pose immediate,
acute health problems for the general public, the public could experience
measurable increases in cancer mortality over a period of decades after
such an event. Moreover, releases at the site could also have
environmental consequences requiring hundreds of millions to billions of
dollars o clean up. Contamination could also affect habitability for tens of
miles from the site, possibly affecting hundreds of thousands of residents
for many years. Likewise, the same response showed that a similar event
at a NNSA site could result in a dispersal of plutonium that could
contaminate several hundred square miles and ultimately cause thousands
of cancer deaths. For chemical sabotage standards, the 2003 DBT requires
sites to protect to industry standards. However, we reported March 2003
year that such standards currently do not exist.® Specifically, we found
that no federal laws explicitly require chemical facilities to assess
vulnerabilities or take security actions to safeguard their facilities against
a terrorist attack. Finally, the protection criteria for biological sabotage
are based on laboratory safety standards developed by the U.S. Centers for
Disease Control and not physical security standards.

95ee U.S. General Accounting Office, He land Secwrity: V tary Initiatives Are Under
Way at Chemical Facitities, but the Extent of Security Preparedness is U
GAO0-03-439 (Washington, D.C.: Mar. 14, 2003).
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DOE Has Been Slow
to Resolve a Number
of Significant Issues
That May Affect the
Ability of its Sites to
Fully Meet the Threat
Contained in the New
DBT

While DOE issued the final DBT in May 2003, it has only recently resolved
a number of significant issues that may affect the ability of its sites to fully
meet the threat contained in the new DBT in a timely fashion and is still
addressing other issues. Fully resolving all of these issues may take several
years, and the total cost of meeting the new threats is currently unknown.
Because some sites will be unable to effectively counter the higher threat
contained in the new DBT for up to several years, these sites should be
considered to be at higher risk under the new DBT than they were under
the old DBT.

In order to undertake the necessary range of vulnerability assessments to
accurately evaluate their level of risk under the new DBT and implement
necessary protective measures, DOE recognized that it had to complete a
number of key activities. DOE only recently completed three of these key
activities. First, in February 2004, DOE issued its revised Adversary
Capabilities List, which is a classified companion document to the DBT,
that lists the potential weaponry, tactics, and capabilities of the terrorist
group described in the DBT. This document has been amended to include,
among other things, heavier weaponry and other capabilities that are
potentially available to terrorists who might attack DOE facilities. DOE is
continuing to review relevant intelligence information for possible
incorporation into future revisions of the Adversary Capabilities List.

Second, DOE also only recently provided additional DBT implementation
guidance. In a July 2003 report, DOE’s Office of Independent Oversight
and Performance Assurance noted that DOE sites had found initial DBT
implementation guidance confusing. For example, when the Deputy
Secretary of Energy issued the new DBT in May 2008, the cover memo said
the new DBT was effective immediately but that much of the DBT would
be implemented in fiscal years 2005 and 2006. According to a 2003 report
by the Office of Independent Oversight and Performance Assurance, many
DOE sites interpreted this implementation period to mean that they
should, through fiscal year 2006, only be measured against the previous,
less demanding 1999 DBT.

In response to this confusion, the Deputy Secretary issued further
guidance in September 2003 that called for the following, among other
things:

DOE'’s Office of Security to issue more specific guidance by October 22,

2003, regarding DBT implementation expectations, schedules, and
requirements. DOE issued this guidance January 30, 2004.
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« Quarterly reports showing sites’ incremental progress in meeting the new
DBT for ongoing activities. The first series of quarterly progress reports
may be issued in July 2004.

« Imunediate compliance with the new DBT for new and reactivated
operations.

A third important DBT-related issue was just completed in early April
2004. A special team created in the 2003 DBT, composed of weapons
designers and security specialists, finalized its report on each site’s
improvised nuclear device vulnerabilities. The results of this report were
briefed to senior DOE officials in March 2004 and the Deputy Secretary of
Energy issued guidance, based on this report, to DOE sites in early April
2004. As a result, some sites may be required under the 2003 DBT to shift
to enhanced protection strategies, which could be very costly. This special
team’s report may most affect EM sites because their improvised nuclear
device potential had not previously been explored.

Finally, DOE’s Office of Security has not completed all of the activities
associated with the new vulnerability assessment methodology it has been
developing for over a year. DOE’s Office of Security believes this
methodology, which uses 2 new mathematical equation for determining
levels of risk, will result in a more sensitive and accurate portrayal of each
site’s defenses-in-depth and the effectiveness of sites’ protective systems
(i.e., physical security systems and protective forces) when compared with
the new DBT. DOE's Office of Security decided to develop this new
equation because its old mathematical equation had been challenged on
technical grounds and did not give sites credit for the full range of their
defenses-in-depth. While DOE's Office of Security completed this equation
in December 2002, officials from this office believe it will probably not be
completely implemented at the sites for at least another year for two
reasons. First, site personnel who implement this methodology will require
additional training to ensure they are employing it properly. DOE’s Office
of Security conducted initial training in December 2003, as wellas a
prototype course in February 2004, and has developed a nine-course
vulnerability assessment certification program. Second, sites will have to
collect additional data to support the broader evaluation of their
protective systems against the new DBT. Collecting these data will require
additional computer modeling and force-on-force performance testing.

Because of the slow resolution of some of these issues, DOE has not

developed any official long-range cost estimates or developed any
integrated, long-range implementation plans for the May 2003 DBT.
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Specifically, neither the fiscal year 2003 nor 2004 budgets contained any
provisions for DBT implementation costs. However, during this period,
DOE did receive additional safeguards and security funding through
budget reprogramming and supplemental appropriations. DOE is using
most of these additional funds to cover the higher operational costs
associated with the increased security condition (SECON) measures. DOE
has gathered initial DBT implementation budget data and has requested
additional DBT implementation funding in the fiscal year 2005 budget: $90
million for NNSA, $18 million for the Secure Transportation Asset within
the Office of Secure Transportation, and $26 million for EM. However,
DOE officials believe the budget data collected so far has been of generally
poor quality because most sites have not yet completed the necessary
vulnerability assessments to determine their resource requirements.
Consequently, the fiscal year 2006 budget may be the first budget to begin
to accurately reflect the safeguards and security costs of meeting the
requirements of the new DBT.

Reflecting these various delays and uncertainties, in September 2003, the
Deputy Secretary changed the deadline for DOE program offices, such as
EM and NNSA, to submit DBT implementation plans from the original
target of October 2003 to the end of January 2004. NNSA and EM approved
these plans in February 2004. DOE’s Office of Security has reviewed these
plans and is planning to provide implementation assistance to sites that
request it. DOE officials have described these plans as being ambitious in
terms of the amount of work that has to be done within a relatively short
time frame and dependent on continued increases in safeguards and
security funding, primarily for additional protective force personnel.
However, some plans may be based on assurptions that are no longer
valid. Revising these plans could require additional resources, as well as
add time to the DBT implementation process.

A DOE Office of Budget official told us that current DBT implementation
cost estimates do not include items such as closing unneeded facilities,
transporting and consolidating materials, completing line item
construction projects, and other important activities that are outside of the
responsibility of the safeguards and security program. For example, EM’s
Security Director told us that for EM to fully comply with the DBT
requirements in fiscal year 2006 at one of its sites, it will have to

close and de-inventory two facilities,

consolidate excess materials into remaining special nuclear materials
facilities, and
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move consolidated Category I special nuclear material, which NNSA’s
Office of Secure Transportation will transport, to another site.

Likewise, the EM Security Director told us that to meet the DBT
requirements at another site, EM will have to accelerate the closure of one
facility and transfer special nuclear material to another facility on the site.
The costs to close these facilities and to move materials within a site are
borne by the EM program budget and not by the EM safeguards and
security budget. Similarly, the costs to transport the material between sites
are borne by NNSA’s Office of Secure Transportation budget and not by
EM'’s safeguards and security budget. A DOE Office of Budget official told
us that a comprehensive, department-wide approach to budgeting for DBT
implementation that includes such important program activities as
described above is needed; however, such an approach does not currently
exist.

The department plans to complete DBT implementation by the end of
fiscal year 2006. However, most sites estimate that it will take 2 to 5 years,
if they receive adequate funding, to fully meet the requirements of the new
DBT. During this time, sites will have to conduct vulnerability
assessments, underiake performance testing, and develop Site Safeguards
and Security Plans. Consequently, full DBT implementation could occur
anywhere from fiscal year 2005 to fiscal year 2008. Some sites may be able
to move more quickly and meet the department’s deadline of the end of
fiscal year 2006.

Because some sites will be unable to effectively counter the threat
contained in the new DBT for a period of up to several years, these sites
should be considered to be at higher risk under the new DBT than they
were under the old DBT. For example, the Office of Independent Oversight
and Performance Assurance has concluded in recent inspections that at
least two DOE sites face fundamental and not easily resolved security
problems that will make meeting the requirements of the new DBT
difficult. For other DOE sites, their level of risk under the new DBT
remains largely unknown until they can conduct the necessary
vilnerability assessments.

In closing, while DOE struggled to develop its new DBT, the DBT that
DOE ultimately developed is substantially more demanding than the
previous one. Because the new DBT is more demanding and because DOE
wants to implement it by end of fiscal year 2006—a period of about 29
months—DOE must press forward with a series of additional actions to
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ensure that it is fully prepared to provide a timely and cost effective
defense of its most sensitive facilities.

First, because the September 11, 2001, terrorist attacks suggested larger
groups of terrorists with broader aspirations for causing mass casualties
and panic, we believe that the DBT development process that was used
requires reexamination. While DOE may point to delays in the
development of the Postulated Threat as the primary reason for the almost
2 years it took to develop a new DBT, DOE was also working on the DBT
itself for most of that time. We believe the difficulty associated with
developing a consensus using DOE’s traditional policy-making process
was a key factor in the time it took to develop a new DBT. During this
extended period, DOE’s sites were only being defended against what was
widely recognized as an obsolete terrorist threat level.

Second, we are concerned about two aspects of the resulting DBT. We are
not persuaded that there is sufficient difference, in its ability to achieve
the objective of causing mass casualties or creating public panic, between
the detonation of an improvised nuclear device and the detonation of a
nuclear weapon or test device af or near design yield that warrants setting
the threat level at a lower number of terrorists. Furthermore, while we
applaud DOE for adding additional requirements to the DBT such as
protection strategies to guard against radiological, chemical, and
biological sabotage, we believe that DOE needs to reevaluate its criteria
for terrorist acts of sabotage, especially in the chemical area, to make it
more defensible from a physical security perspective.

Finally, because some sites will be unable to effectively counter the threat
contained in the new DBT for a period of up to several years, these sites
should be considered to be at higher risk under the new DBT than they
were under the old DBT. As a result, DOE needs to take a series of actions
to mitigate these risks to an acceptable level as quickly as possible. To
accomplish this, it is important for DOE to go about the hard business of a
comprehensive department-wide approach to implementing needed
changes in its protective strategy. Because the consequences of a
successful terrorist attack on a DOE site could be so devastating, we
believe it is important for DOE to better inform Congress about, whai sites
are at high risk and what progress is being made to reduce these risks to
acceptable levels.
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Mr. Chairman, this concludes our prepared statement. We would be happy
to respond to any questions that you or Members of the Subcommittee

may have.

For further information on this testimony, please contact Robin M.
GAO Contact and Nazzaro at (202) 512-3841. James Noel and Jonathan Gill also made key
Staff contributions to this testimony.
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Mr. SHAYS. Thank you very much.

Ms. Brian, would you just explain what your organization is for
the record?

Ms. BRIAN. Yes. We are an independent nonprofit government
watchdog organization.

Mr. SHAYS. Thank you.

And at this time I would want to just thank the Administrator
Linton Brooks and Glenn Podonsky, because they could have asked
to go first. And I think it’s important that the concern be expressed
and then have them be able to respond to it. So it’s logical to have
them follow.

But I just want, Ms. Brian, for you to know that you are able
to speak first because they have agreed to it. And I thank them for
that.

And it’s very nice to have you here.

Ms. BrIAN. And I thank you for having me here as well, chair-
man.

If you could please enter my written testimony in the record.

Mr. SHAYS. That will be done.

Ms. BriaN. POGO is heartened that this committee has re-
mained so active in overseeing the nuclear weapons complex and
its ongoing security challenges.

I must say, at your previous hearing, though, I was relatively
pessimistic that we would ever be successful in gaining any real se-
curity improvements from DOE. Since then, however, POGO has
become more guardedly optimistic.

We had the opportunity to meet with Secretary Abraham, Dep-
uty Secretary McSlarrow, and SSA Director Podonsky this Janu-
ary.

We began in that meeting ongoing communication with the Sec-
retary regarding our concerns and recommendations. We have rea-
son to believe he is taking these issues seriously. Our best evidence
of that is the recent announcement that Los Alamos’ TA-18 is fi-
nally going to be deinventoried of its special nuclear materials.

Mr. SHAYS. You can slow down just a little bit. You can run over
5 minutes.

Ms. Brian. I can? OK. Thank you.

Furthermore, the new design basis threat and requirement that
all Category I sites be able to prevent terrorists from even entering
the facility will require major changes in defensive strategies and
upgraded infrastructure.

In the face of these requirements, these sites can no longer apply
Band-Aids to the security problems. DOE simply no longer has the
luxury of having SNM, special nuclear materials, at sites that can’t
be adequately protected or where the costs of protection are prohib-
itive. This is a critical turning point in the direction of the nuclear
weapons complex.

The Department has to immediately begin to deinventory certain
sites, transferring the SNM to more secure sites; build under-
ground storage facilities at Savannah River and Y-12; and blend
down the excess highly enriched uranium and immobilize the ex-
cess plutonium. These steps would make the nuclear materials far
less attractive to terrorists.
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In addition to highlighting the urgent need to move the SNM
from TA-18, we raised several other priorities for the Secretary’s
consideration. This winter, POGO began focusing on security at
two additional NNSA sites, Lawrence Livermore National Lab just
east of San Francisco, and the Y-12 plant in Oak Ridge, TN. Both
face serious physical security challenges, perhaps insurmountable
challenges.

We don’t feel comfortable discussing publicly the specific con-
cerns we have regarding Livermore security. However, we can say
that the encroaching residential community surrounding Livermore
has made it nearly impossible to properly protect the SNM stored
there. Clearly, they will not be able to comply with the new direc-
tives.

In light of this facility’s vulnerabilities, POGO recommends that
all SNMs be deinventoried from Livermore immediately and sent
to the Nevada test site. This move would dramatically increase se-
curity while saving about $30 million in annual security costs.

Some in DOE and the Congress have identified Y-12 as the most
serious security concern in the complex. Y-12 stores hundreds of
tons of highly enriched uranium and is a prime target for terrorists
who would want to create an improvised nuclear devise within
minutes. Given the obsolete infrastructure currently housing the
highly enriched uranium, it should come as no surprise that the Y-
12 guard force has been systemically cheating in order to pass se-
curity performance tests. They simply cannot protect the material
in the six material access areas given the multiple targets, dilapi-
dated infrastructure, and very short timelines for the terrorists to
reach their target.

The current contractor operating Y-12, BWXT, inexplicably
changed a plan to build a bermed facility that would be covered by
earth on three sides and its roof and is now planning to build an
above-ground facility. However, the IG has concluded that the new
design for the storage facility will actually decrease security and in-
crease costs significantly.

Immediate funding for underground storage at Y-12 and the
blending down of the over 100 tons of excess highly enriched ura-
nium should be the top priorities of the NNSA budget.

There have also been significant security problems at Sandia Na-
tional Lab in Albuquerque, NM. The only weapons quantities of
SNM stored at Sandia are the highly enriched uranium fuel plates
for the SPR-III burst reactor. This reactor is rarely used. Moving
this reactor and its fuel to the Nevada test site again would dra-
matically reduce security requirements and save about $30 million
annually in security costs.

In addition, the Idaho facilities store tons of SNM, the second
largest repository of highly enriched uranium in the complex.
These nuclear materials are left over from the cold war and aban-
doned research projects. They have no current national defense
mission. These facilities should also be deinventoried of weapons
quantities SNM.

POGO sources have suggested that the DBT at most sites re-
mains inadequate as, of course, the GAO is testifying today, far
below the level of security recommended by the intelligence com-
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munity, particularly at sites with improvised nuclear device
vulnerabilities.

As the GAO pointed out in its report presented at your last hear-
ing, the DBT was, of course, cost-driven. The GAO wrote, “Some of-
ficials called the DBT the funding basis threat, or the maximum
threat the Department could afford.” As you said in your testi-
mony, this is not an acceptable method for determining security
standards. The DBT should be reevaluated to bring it more in line
with the realistic threat contained in the intelligence community’s
postulated threat, particularly for IND vulnerable sites.

A final note regarding the TA-18 move. POGO is concerned that
there are people in the complex who are still trying to sabotage this
move. While POGO was heartened by the original announcement
regarding the move, our hopes were dampened after meeting with
the head of the nuclear weapons complex, Dr. Everet Beckner. De-
spite Secretary Abraham’s intentions that all Category I special nu-
clear materials should be out of TA-18 by 2005, Dr. Beckner in-
formed us that NNSA only intends to move 50 percent of it. I have
provided to your staff a memo that confirms this is his intention.

[The information referred to follows:]



30

Department of Energy
National Nuclear Security Administration
Washington, DC 20585

Apnl 9, 2004

TO Manager, Livermore Site Office
Manager, Los Alamos Site Office
Manager, Nevada Site Office
Director, Lawrence Livermore National Laboratory
Director, Los Alamos Nationial Laboratory
Manager, Bechtel Ney,

M
FROM Everet H Beckner *
Deputy Admmnistrator for Defense Programs

SUBJECT  Los Alamos Technical Area 18 (TA-18) Mission Relocation

On March 31, 2004, the National Nuclear Secunty Admmistration (NNSA) announced an
miiative to begin moving Spectal Nuclear Matenals (SNM) from TA-18 to the Device
Assembly Facility (DAF) at the Nevada Test Site (NTS) Beginning in September 2004,
NNSA will ship about 50 percent of the entire TA-18 programmatic SNM inventory to
the DAF dunng an 18-month period Based on this decision, the following direction is
provided regarding the early move of TA-18 SNM and the TA-18 Mission Relocation
Project

First, the early move of TA-18 SNM to the DAF will occur separately from the TA-18
Mission Relocation Project The Nevada Site Office (NSO) will work with the
Livermore Site Office, Lawrence Livermore National Laboratory (LLNL), and Bechtel
Nevada to start preparnng the DAF 1o support staging of SNM immediately, while the
NNSA coordinates packaging and transportation activities Additionally, the NSO will
direct Wackenhut Secunty Incorporated to imtiate hiring processes to increase the DAF
secunty posture  Within 30 days, the NSO will provide a resource-loaded plan, including
fundmg requirements, for NNSA approval

Second, NNSA, along with the Los Alamos National Laboratory (LANL), wiil assess the
entire TA-18 secunty category VIl inventory and prepare a detailed plan to support the
mitial shipment of SNM to the DAF The goal 1s to develop a plan for a smooth shipping.
schedule 1n accordance with the 18-month schedule, utihzmg existing shupping containers
to the extent practical
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Ms. BRIAN. In a separate meeting, Ambassador Brooks told us
that moving only part of the material would not improve security
at all. This is, of course, because enough material would remain be-
hind to still create an improvised nuclear device.

Dr. Beckner went on to inform us that the ballooning cost for
this move from $100 million to $300 million was in large part, a
result of the requirement to produce authorization basis documents
to move the burst reactors from Los Alamos and to operate them
at the Nevada test site. He told us this paperwork requirement
alone would cost $150 million. We checked with the person in the
Los Alamos area office who is responsible for signing off on such
documents. He estimated the cost to be between %1 and $2 million
if done correctly, and as much as $6 million on the outside if it
needs to be reworked.

I am raising this to illustrate how the bureaucracy knowingly
provides baseless information to headquarters as a way of protect-
ing the status quo. It is essential that the committee straighten out
this confusion today during this hearing.

POGO is guardedly optimistic that Secretary Abraham and Dep-
uty Secretary McSlarrow are sincerely concerned about the state of
security at the nuclear weapons complex. However, these officials
have a limited time in office.

The Office of Security and Safety Performance Assurance will be
the entity left behind to oversee any improvements. This office is
doing extremely important work, but their limitation is that they
do not have either the necessary independence or power to see this
difficult job done correctly.

Congress needs to formalize its communications with this office
as it has with the Inspector General. Your ongoing hearings are
critically important, and I fully believe that this committee’s vigi-
lance has played a vital role in moving the ball forward. Don’t go
anywhere, though, because the country is not more secure yet.
Thank you.

[The prepared statement of Ms. Brian follows:]
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Testimony of
Danielle Brian, Executive Director
Project On Government Oversight
on
Nuclear Security:
Can DOE Meet Facility Security Requirements
Before the
House Subcommittee on National Security,
Emerging Threats and International Relations
April 27, 2004

Thank you for inviting me to testify today. The Project On Govemment
Oversight (POGO) is heartened that this Committee has remained so active in overseeing
the nuclear weapons complex and its ongoing security challenges. I must say, at your
previous hearing I was relatively pessimistic that we would ever be successful in gaining
any real security improvements from the Department of Energy (DOE). At the hearing,
National Nuclear Security Administration (NNSA) Director Ambassador Linton Brooks
announced the formation of yet two more commissions to review security around the
complex: This announcement left us cold, as we had previously compiled a list of over
50 reports, testimonies, commissions, hearings and briefings issued between 1998 and
2002 concluding that security was inadequate at the DOE weapons complex. We didn’t
need any more. We still don’t.

Since then, however, POGO has become more guardedly optimistic. We had the
opportunity to meet with Secretary Spencer Abraham, Deputy Secretary Kyle McSlarrow
and Security and Safety Performance Assurance Office Director Glenn Podonsky in
January 2004. We began, in that meeting, ongoing communication with Secretary
Abraham regarding our concerns and recommendations. We have reason to believe that
he is taking these issues seriously. Our best evidence of that is the recent announcement
that Los Alamos’ Technical Area -18 (TA-18) is finally going to be de-inventoried of its
Special Nuclear Materials (SNM).
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Furthermore, two significant security policy directives have recently been issued.
The new Design Basis Threat (DBT) issued last Spring requires that the sites be able to
defend against a larger attacking force and a much larger truck bomb by 2006. The
second directive is an April 5, 2004, requirement that all sites with weapons quantities of
SNM increase their defensive posture to a “denial” strategy because of the Improvised
Nuclear Device (IND) vulnerability. In other words, they must be able to prevent
terrorists from even entering the facility because the terrorists could create a nuclear
detonation within minutes. Both of these directives will require major changes in
defensive strategies and upgraded infrastructure.

In the face of these requirements, the majority of the Category I sites containing
weapons quantities of plutonium and highly-enriched uranium can no longer apply band-
aids to their security problems. DOE simply no longer has the luxury of having SNM at
sites that can’t be adequately protected, or where the costs of protection are prohibitive.

This is a critical turning point in the direction of the nuclear weapons complex.
The growing awareness by the DOE of the vulnerabilities posed by these sites is a hollow
victory, however, without commensurate actions. The Department has to immediately
begin to de-inventory certain sites, transferring the SNM to more secure sites; build
underground storage facilities at Savannah River and Y-12; and blend down excess
highly-enriched uranium and immobilize excess plutonium. These steps would make the
nuclear materials far less attractive to terrorists.

In addition to highlighting the urgent need to move the SNM from TA-18, we
raised several other priorities for the Secretary’s consideration. This Winter, POGO
began focusing on security at two additional NNSA sites: Lawrence Livermore National
Laboratory just east of San Francisco and the Y-12 Plant in Oak Ridge, Tennessee. Both
face serious physical security challenges — perhaps insurmountable challenges. We don’t
feel comfortable discussing publicly the specific concerns we have regarding Livermore
security. However, we can say that the encroaching residential community surrounding
Lawrence Livermore has made it nearly impossible to properly protect the weapons
quantities of plutonium and highly-enriched uranium stored there. Clearly, they will not
be able to comply with the new directives. If you haven’t already, I would recommend
the committee review “Systems Under Fire,” a film produced by DOE’s independent
oversight office which demonstrates the lethality of the weapons that would be used by
terrorists in attacking one of these facilities. In light of the facility’s vulnerabilities,
POGO recommends that all weapons quantities of plutonium and highly-enriched
uranium should be de-inventoried from Livermore immediately and sent to the Device
Assembly Facility (DAF) at the Nevada Test Site. Any research that requires weapons
quantities of SNM can easily be accomplished by flying the Livermore scientists to the
DAF, only a one-hour flight away. This move would dramatically increase security
while saving about $30 million in annual security costs.

Some in DOE and the Congress have identified Y-12 as the most serious security
concern in the complex. Y-12 stores hundreds of tons of highly-enriched uranium, and is
a prime target for terrorists who would want to create an IND within minutes. Given the
obsolete infrastructure currently housing the HEU, it should come as no surprise that the
Y-12 guard force has been systematically cheating in order to pass security performance
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tests. They simply cannot protect the materials in the six material access areas given the
multiple targets, dilapidated infrastructure, and very short time lines for the terrorists to
reach their target.

The current contractor operating Y-12, BWXT, inexplicably changed a plan to
build a bermed facility covered by earth on three sides and its roof, similar to the DAF,
and is now planning to build an above-ground facility. The change in design was
approved based on the contractor’s estimate that it would both increase security and save
money. However, in a March 19, 2004, Inspector General report about Y-12, the IG
concluded that the new design for the storage facility will actually decrease security and
significantly increase costs. Project costs have skyrocketed, going from an estimated
$144 million in 2001 to $253 million in 2004, while security features for the facility have
been seriously degraded. Cost escalation is a classic foot-dragging maneuver that POGO
has seen repeatedly throughout the nuclear weapons complex. All the security experts we
have interviewed conclude that a bermed facility would be far more secure. Immediate
funding for underground storage at Y-12, and the blending down of the over 100 tons of
excess HEU, should be the top priorities of the NNSA budget. Again, this would lead to
significant savings in annual security costs, because only one hardened facility would
need to be protected, versus the current six aging buildings.

There have also recently been significant security problems at Sandia National
Laboratory in Albuquerque, New Mexico. The only weapons quantities of SNM stored at
Sandia are the highly-enriched uranium fuel plates for the SPR-III burst reactor. The
reactor is rarely used. DOE had made plans in 2000 to move that reactor (machine and
the fuel) to the Nevada Test Site. Although Lockheed Martin, the contractor running
Sandia, agreed to the move, it never took place. This move would again drastically
reduce security requirements and save about $30 million annually in security costs.

In addition, the Idaho facilities store tons of SNM — the second largest repository
of highly-enriched uranium in the complex. These nuclear materials are left over from
the Cold War and abandoned research projects — they have no current national defense
mission. Tens of millions of tax dollars are spent securing these materials. These
facilities should be de-inventoried of weapons quantities of SNM, again significamtly
increasing security while saving annual security costs.

DOE has publicly stated that the new Design Basis Threat (DBT) issued late last
Spring is robust. However, POGO’s sources have suggested that the DBT at most sites
remains inadequate, far below the level of security recommended by the intelligence
community, particularly at sites with IND vulnerabilities. As the General Accounting
Office (GAOQ) pointed out in its report presented at your last hearing, the DBT was cost-
driven: NNSA simply didn’t want to spend the money to defend against a more robust
and realistic threat. The GAO wrote, “DOE and NNSA officials from all levels told us
that concern over resources played a large role in developing the 2003 DBT, with some
officials calling the DBT the ‘funding basis threat,” or the maximum threat the
department could afford.” This is not an acceptable method for determining security
standards. The DBT should be reevaluated to bring it more in line with the realistic threat
contained in the intelligence community’s Postulated Threat, particularly for IND-
vulnerable sites.
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A final note regarding the TA-18 move: POGO is concerned that there are people
in the complex who are still trying to sabotage this move. While POGO was heartened by
the original announcement regarding the move, our hopes were dampened after meeting
with the head of the nuclear weapons complex, Dr. Everet Beckner. Despite Secretary
Abraham’s intentions that all Category I Special Nuclear Materials should be out of TA-
18 by 2003, Dr. Beckner informed us that NNSA only intends to move 50% of it. Ina
separate meeting, NNSA Administrator Linton Brooks told us that moving only part of
the material would not improve security at all. (This is because enough material would
remain behind to create an improvised nuclear device.) Dr. Beckner went on to inform us
that the ballooning cost for this move — from $100 million to over $300 million — was in
large part a result of the requirement to produce Authorization Basis documents to move
the burst reactors from Los Alamos and to operate the reactors at the Nevada Test Site.
He told us this paperwork requirement alone would cost $150 million. We checked with
the person in the Los Alamos Area Office who is responsible for signing off on such
documents: He estimated the cost to be between $1-2 million if done correctly, and as
much as 36 million on the outside if it needs to be reworked. The reason I'm raising this
is to illustrate how the bureaucracy knowingly provides completely baseless information
to Headquarters as a way of protecting the status quo. I think it is essential that the
Committee straighten out this confusion today during this hearing.

POGO is guardedly optimistic that Secretary Abraham and Deputy Secretary
McSlarrow are sincerely concerned about the state of security at the nuclear weapons
complex. However, these two officials have a limited time in office. The Office of
Security and Safety Performance Assurance will be the entity left behind to oversee any
improvements. Our concern is that the Office currently does not have either the necessary
independence or power to see this difficult job through. POGO recommended in our 2001
report that this Office be moved outside the DOE in order to establish real institutional
independence. At the very least, Congress needs to formalize its communications with
this Office, as it has with the Inspector General.

Your ongoing hearings are critically important. I fully believe that this
Committee’s vigilance has played a vital roll in moving the ball forward. Don’t go
anywhere, though, because the country is not more secure yet.
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Mr. SHAYS. Thank you very much.

We will start out by having the counsel ask some questions.

Mr. HALLORAN. Thank you.

To GAO, I would like to talk about the DBT development process
a little bit. In your statement, in the report, you say one of the rea-
sons it took almost 2 years to reiterate the DBT after September
11 was due to sharp debates within DOE and other Government
organizations over the size and capabilities of future terrorist
threats and the availability of resources to meet those threats.
Could you talk some more about that? What other organizations,
Government organizations, were involved? And what were the kind
of parameters of the debate?

Mr. NOEL. Well, there were two debates that we are talking
about in the report. One is the——

Mr. SHAYS. Bring the mic a little closer to you, please.

Mr. NOEL. There we go. My apologies.

Two debates. One is within the intelligence community that was
developing the postulated threats. So when we reviewed the docu-
ments there and interviewed the participants, they all said that it
was a lot of concern within the Department of Defense and the De-
partment of Energy about how big a threat should we postulate
and what can we afford. And when you look at the postulated
threat there is in fact a range of adversaries that is postulated
there.

Paralleling that, mirroring that, was a similar debate within the
Department of Energy, and we looked at that a lot more closely be-
cause that was basically the charge of our report. And in that case,
we interviewed officials at all the different sites, both DOE and
contractor officials. We reviewed documents that were sent in by
the contractors and site officials, and we talked to headquarters
people. And here again we found a broad consensus that underly-
ing the debate was, “Geez, can we really afford what we are talking
about?”

Our concern is that the threat needs to be the threat, and then
the issue of budget comes in as a secondary issue to say, “If we
can’t afford this, are we willing to accept a certain amount of risk?”
And the Department’s processes do allow for that.

Mr. HALLORAN. But is it your finding that the differential be-
tween the level of threat postulated by the intelligence community
and the level of threat reflected in DBT was artificially discounted?
Or are there other legitimate reasons to say that, in terms of our
design basis threat and the facilities and the shape and the con-
figuration of the complex, this is realistically what we need to be
able to fend off?

Mr. NOEL. Well, we never found that, in fact, somebody said,
“Let’s make it smaller, specifically because of a dollar amount.”
What we did find, though, was that the postulated threat does say
that each implementing agency—so that would be the Department
of Energy, the Department of Defense—is allowed to use its own
judgment in how it implements it.

The key here, though, is if you look at history, if you look at the
past postulated threats back through time, and this process has
been around quite a while, there was always a one-to-one relation-
ship between the postulated threat and the design basis threat. In
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this case, the Department decided to depart from that, and that’s
what we are taking issue with them on in our report as to why.

Mr. HALLORAN. All of you. In a matter of implementation of the
DBT, you found a report that the time lines seem unrealistic.
Could you tell us, explain more why that might be the case? And
what are the disconnects that would make them not meet their tar-
get gven at the end of fiscal 2006, I think, is the projection right
now?

Ms. Nazzaro. Well, I think our concern overall is that it took
them so long to develop. I mean, adversaries move very quickly,
and they adapt very quickly. The 1999 DBT was to be for 5 years,
and that was obsolete within 2 years because of the September
11th attacks. You know, then it takes us 2 years to develop a new
DBT, and we are still years away from full implementation of that.

A faster process is definitely needed. We found the process that
DOE used as far as consensus to formulate policy was very cum-
bersome and time-consuming.

Mr. HALLORAN. The implementation plans for the DBT, they'd
come out in May 2003. Is that the right, the DBT? And the imple-
mentation plans were submitted or received in January of this
year?

Mr. NOEL. Correct.

Mr. HALLORAN. And what can you tell us about those?

Mr. NoOEL. Well, we reviewed the plans for the Office of Environ-
mental Management and the National Nuclear Security Adminis-
tration. I think—and Mr. Podonsky can talk to this—I think his of-
fice had some concerns about the quality of the material in the
p%ans and some of the assumptions that were being made in the
plans.

Beyond that, depending on what happens with the Secretary’s
special annex team, some of those plans may need to be revisited.
And that’s going to stretch out that time line even longer.

Mr. HALLORAN. Because of the improvised device kind of overlay
they are putting out?

Mr. NOEL. That is what the special team is addressing, yes.

When we were at the sites and one of the things we asked fairly
early on is, how long does it typically take you to come up with a
new plan and implement it? And this would be not in the environ-
ment that we are in now. And they said 2 to 5 years. And that was
a broad consensus across the complex. So that’s why we said we
are not optimistic that they could make the 2006 date.

Ms. BRIAN. I would just like to add to that, first of all, I mean,
obviously, 2006 is ridiculous to be waiting that long when we had
2001. That’s 5 years of actually implementing improvements.

But perhaps more realistically, what we are finding is if we are
talking about the complex as it currently exists, it is simply impos-
sible for these facilities to actually implement the requirements
necessary between the DBT and this move toward a denial strat-
egy, which we think is incredibly important. They can’t do it. So
something is going to have to significantly change.

Mr. HALLORAN. Let’s stay with that, because in your testimony,
you talked a great deal about the Y-12 storage facility and the IG
report. What, in your view, drove the decision to change from the
berm facility to a strictly above-ground one?
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Ms. BRIAN. We have asked the contractor. They didn’t have an
answer. I can’t speculate as to their motivation, but the conclusion
is that what we are faced with now is a facility that is going to be
more expensive and less secure. And I think the Congress has to
step in and do something to stop this before they start actually
moving earth in the wrong direction, because as we know, it’s very
hard to stop something once it’s started.

Mr. HALLORAN. Does GAO have a view on that?

Mr. NOEL. Yes, just to add to what Ms. Brian is saying. The key
here is that the DBT says any new facilities must meet all the re-
quirements of the DBT. If it’s an existing facility, certain require-
ments don’t necessarily have to be met. So I think the IG’s finding
is very significant because it suggests, and we can’t talk about all
of this here, that this new facility isn’t going to meet the standard
that was just put out last May.

Mr. HALLORAN. OK. What’s the significance of the TA-18 move?

Ms. BRIAN. It’s the first step toward actually increasing security,
an actual physical move to take materials out of a part of Los Ala-
mos that is at the bottom of the canyon, which has been time and
again proven to be an absolutely ridiculous place to be storing nu-
clear materials. And so by finally moving it, we are getting some-
where and actually making the space more secure.

Now, the problem is the people in charge of implementing it
seem to have a different agenda from the Secretary. And I am hop-
ing that this committee will be able to get a commitment from
NNSA today that they actually intend to move all of it.

Mr. HALLORAN. Is it your sense, any of you can answer, that one
of the kind of political dynamics here is that possession of special
nuclear material is a budget credential, an institutional credential,
it is something you want to keep and makes you less BRAC-able,
as it were? What drives the need to keep the stuff when it’s not
being used?

Ms. BriaN. There does seem to be sort of an emotional attach-
ment by these facilities to these materials that I think they—hon-
estly, I think it comes down to feeling less important if you don’t
have them.

Ms. NAZZARO. And one other issue that we have heard is that it
does make it more difficult for the scientists. If you have the mate-
rials onsite, it is certainly easier for them to conduct their research.

Ms. BRIAN. Many of these facilities aren’t actually using the ma-
terials for experiments at all, though.

Ms. NAZZARO. But our conclusion also, as far as a short-term ac-
tion, was that DOE needs to consolidate some of these special nu-
clear materials.

Mr. HALLORAN. Could you go down your recommendations, and
explain, flesh them out a little more for us, and give us a sense of
priority in which you think would be the most urgent and which
could be a longer-term goal?

Ms. NazzarRo. We certainly would like to see DOE address out-
standing issues that we have raised with the current DBT, particu-
larly as it relates to the improvised nuclear devices.

But I think, in a longer term, what you really need is a Depart-
ment-wide implementation plan. This, you know, activity involves
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more than NNSA. You need EM to be involved as well as Transpor-
tation Security Agency.

Mr. HALLORAN. And construction is a separate pot of money, too,
right? And it has to be integrated?

Mr. NOEL. Correct.

Ms. NAZzARO. And that’s what’s missing right now. I mean, you
have budget numbers in the current budget. But without a plan,
I mean, this is only a down payment. We have no idea what its
going to take to have full implementation of the DBT and what it’s
going to cost.

The other thing is we feel it is very important for them to inform
you all, Congress, on what they are doing as far as the status and
their strategies for implementation. I mean, this is going to take
a lot of resources. It is going to be a costly venture.

Ms. BrIAN. Well, it’s actually, obviously, we agree that it is going
to be tremendously costly to implement the DBT given the complex
as it exists. And that’s one of the arguments for consolidating is
that, in the long run, it would save money tremendously, because
you could reduce the security requirements. Besides if you move
the SNM, you don’t have to have that level of security anymore.

Mr. HALLORAN. Your first recommendation talks about evaluat-
ing the cost effectiveness of existing SECON, security conditions.
And what’s your concern there?

Ms. NAzzZARO. Well, last year, if you recall, DOE did take some
immediate actions to respond to the September 11th attacks. And
one of the primary methods was when the SECON level increased
to put additional protective forces in place. That’s a very costly ex-
ercise, and they did not have adequate resources to do that imme-
diately, so there was a lot of overtime, which not only took a toll
as far as financial constraints but also in the protective forces
themselves. You know, they didn’t get the training they needed.
The fatigue set in, you know. There were a lot of downsides to that
strategy.

Mr. HALLORAN. Well, that’s the point that Ms. Brian raised in
terms of the personnel force. Did you get a sense in terms of the
DBT implementation plans that the first reaction was to throw
bodies at the problem, and bodies that we may not have or we may
wear out?

Ms. NazzAaro. Well, that was certainly one of their first strate-
gies, and we do still think that protective force is a key element.

But we also suggested the increased use of technologies as alter-
natives to just the protective force that can help in this exercise?

Mr. NoOEL. I think you need to recognize, though, that at least
in the short run, and short run is probably during the timeframe
that we are talking about here, putting more guards on these mate-
rials is really the only solution. And if you try to do it with too
much overtime, you really lose the effectiveness of your guard
force. For these people, standing there, watching the material is
what they do pretty much all day long, and where you ensure that
they are effective and that they are well trained is through the
training exercises. If you have too much overtime, those exercises
just don’t occur.

Ms. BriaN. And I would like to add to that point. I think Mr.
Podonsky would be able to speak to a review he has done of the
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guard force across the complex. But in our investigations, we found
that, at Livermore, you have the guards who are working extraor-
dinary hours, terrible morale problems. At Oak Ridge, you have
guards who are working 70-hour workweeks for weeks on end.
Most of them don’t have time for training. So I think you have a
tremendous problem with the guard force.

Mr. HALLORAN. Let’s talk about the EM sites for a minute, if we
could. It strikes me that as we succeed—and I think progress has
been made, as you noted in your report. In kind of hardening the
weapons facilities, the EM sites might become more attractive, and
yet they don’t seem to be a priority. It’s a tough call. I mean, you
don’t want to spend all kinds of time and money hardening your
places that you hope to make go away sooner or later. That’s the
more difficult balance overall, I think. What are the unique chal-
lenges posed by the EM sites at this point?

Mr. NOEL. The EM sites have the same kinds of materials that
the NNSA sites do, so they have to be treated, in the end, in the
same way.

But you are correct in observing that if you are trying to close
something down, you don’t want to hire a lot of guards that you
are going to lay off 2 years later, especially since it takes a very
long time to clear the personnel and to adequately train them.

So at some point in time, there is a tradeoff that is going to have
to be made between cost and risk. And this is why we think it is
really important, as we made in our last recommendation, for the
Department to inform the Congress of these kinds of decisions so
that the decision is made carefully and is well considered. And
that’s, basically, the sooner you can get these things closed, the
sooner you can get that material moved, the better off you are
going to be, the more secure those sites are going to be.

Ms. NAZzZARO. And we are not saying that there will never be any
risks. You know, risk is probably going to be a fact of life. But you
need to have a measured risk, and you need to know what those
risks are and what efforts we need to take to mitigate them to the
best we can.

Mr. HALLORAN. My final question. Both testimonies talked about
the need to kind of reassess or reevaluate the DBT. And I have to
hope and assume you are not talking about launching another 2-
year process to reiterate this thing. So could you be more specific
in terms of what reevaluation might entail and what we could be
doing in the meantime?

Ms. NAzzarRO. Well, I think our primary point is one that Mr.
Noel made just a few minutes ago, was that we are really con-
cerned that DOE is not treating nuclear materials in the same way
they are treating nuclear weapons. So that would be something
that we would want immediate attention given to.

Also, the new DBT has identified additional threats in radio-
active, chemical, and biological agents. In that area, there is no cri-
teria as to their standards to defend to. In the area of chemical fa-
cilities they have said they are going to develop strategies to defend
to dindustry standards. At this time there are no industry stand-
ards.

Mr. HALLORAN. So on what basis do they say that? I mean, how
do they say that then? What do they think they are referring to?



41

Mr. NOEL. Well that’s not really clear to us, and that’s why we
kind of put it back on them. This is their design basis threat. But
I think there are standards. They have done a lot of research.

For example, I think, probably in the radiological area, they are
furthest along. There is a lot of knowledge, about a lot of modeling,
that is done at these sites of if there was an accidental release
what the consequences would be. So you could use that information
to basically better inform the standards that you are applying,
rather than just simply say, “If anybody gets killed right on the
site, we have a problem,” because the problem is obviously much
bigger than that.

Ms. BRrIAN. We would also obviously—if DOE is willing to recog-
nize that this DBT isn’t adequate, which they haven’t done yet, and
they move up the implementation of the current DBT to being
much sooner than 2006, with the recognition that the facilities are
expected to have an either—a greater DBT in the near future. I
think waiting until 2006 is one of the biggest problems we have,
because we are not seeing a lot of activity. I think they are hoping
that people will forget, administrations will change, and they can
get back to the way things always were.

Mr. SHAYS. Thank you. I may ask the same question a different
way, but it will help me understand it. We have production plants,
test facilities, research labs, storage locations, and decommissioned
sites. Have I left anything out? Production plants, testing facilities,
research labs, storage locations, and decommissioned sites.

Ms. NAzzARO. And the Office of Secure Transportation.

Mr. SHAYS. Right. Which gets the plutonium and enriched ura-
nium and the other materials of the weapons from one site to an-
other site.

Mr. NOEL. As well as the weapons themselves.

Ms. NAZzZARO. And transports the weapons from DOD to DOE.

Mr. SHAYS. It’s a transportation issue—and that office—you all
were only weighing in on the design basis threat. Correct? In your
report?

Ms. NAZZARO. Yes.

Mr. SHAYS. So you were not looking at the logic—well, let me ask
it this way. I happen to believe we have too many sites, and I be-
lieve we have too many sites for political reasons. And we have too
much, too many structures on each site, and that’s a cost issue. Do
you disagree with either of my conclusions?

Ms. Nazzaro. I would say, no, we do not disagree as far as nu-
clear materials.

Now, we did not assess whether DOE has too many sites. But
as far as nuclear materials, we feel that a first step is for DOE to
consolidate some of those materials, that would help it in reducing
the cost of the implementation.

Ms. BriaN. We have taken the same position, that we are really
just looking at the cost of having the materials in so many sites.

Mr. NOEL. And I think what Robin is saying is, you can consoli-
date materials within sites and then visit the broader issue of con-
solidating the sites themselves.

Mr. SHAYS. Have you done any research that shows that we need
so many sites?

Mr. NoEL. No.
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Ms. NAzZzARO. No.

Mr. SHAYS. Is there any logic for why we need so many sites?

Ms. NAZZARO. You could look at history. I mean, that’s what dic-
tates where the current sites are. You know, is there a historic role
in nuclear weapon production for the most part? But we have not
done any current studies that would reassess post-cold war envi-
ronment.

Mr. SHAYS. The concept of design basis threat, for my simple
mind, I feel like a few people could get in a room, and in a week,
they could do a fairly logical design basis threat. I mean, I want
you to tell me why it would take months or years to figure out
what is a logical design basis threat. Walk me through why it
would take so long.

Ms. NazzArRO. I don’t know that I could say it should take 2
years. And we have certainly said that 2 years was a long time to
do this.

But we have to also realize that we had a different environment
after September 11th. The United States had a different sense of
a terrorist threat capability within the continental United States
versus any places overseas.

Mr. SHAYS. Right.

Ms. NAZZARO. So this was a whole new paradigm, if you will.

Mr. SHAYS. That would speak to speeding up the process, not
slowing it down. What’s your point?

Ms. Nazzaro. Well, as far as that you are looking at a new para-
digm, it’s not just updating, but I mean, we had a significant
change in factors, as to a terrorist threat. We can talk a little bit
more specifically as far as numbers this afternoon.

Mr. SHAYS. We don’t need to talk numbers right now. We need
to just talk logically. I mean, we don’t have to talk numbers to say
that, in the past, we basically determined someone needed to get
in and out, and now we have determined all they have to do is get
in. And we are not telling anything that’s top secret. The terrorists
know that.

I mean, if they are willing to get on an airplane and blow them-
selves up in this missile that they have devised, we can instantly
determine that a design basis threat that says what will it take to
get them in and out is going to be a lot more difficult for the terror-
ists. And now, if all they have to do is get in, it’s going to be a lot
easier for the terrorists. I mean, that’s pretty simple stuff. You
wouldn’t disagree with that?

Mr. NOEL. Let me see if I can give you a couple examples of
things that came up as we were doing our work.

Mr. SHAYS. Sure.

Mr. NOEL. One was there seemed to be a fairly large debate
among the intelligence community about September 11, and was
this one group of 19 or 20 people, or four groups of 4 or 5 people?
And that does sort of drive which way you are looking at the world
in terms of how big the threat should be postulated at. In the case
of-

Mr. SHAYS. Well
Mr. NOEL. Now, I'm not going to defend either one.
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Mr. SHAYS. No. But just walk me through that. I think I know
what you mean, but I think I could come to some real different con-
clusions. So tell me what 19 means versus four groups of 5.

Mr. NOEL. Well, we really can’t talk about that until this after-
noon, I don’t think, to be fair, because it gets to what number you
would set for your postulated threat.

Mr. SHAYS. Let’s not talk about what you would set. Just tell me
what a large group versus what a number of collective small
groups means. Walk me through that.

Ms. NAzzARO. Well, I think the issue was there was no agree-
ment as to what we should be trying to defend against.

Mr. SHAYS. We won’t even agree. I will just give you, if you have
20 people during an attack versus four groups of 5, tell me what
the significant tradeoffs would be.

Mr. NoOEL. Well, the significance was, were the four groups of five
operating together, or were they independently just happening to
arrive at the same place at the same time?

Mr. SHAYS. Or I could logically say to you that you could have
20 people getting in a plant, or you could have four different groups
working together in groups of 5.

If we were in a Cabinet meeting with the President, you would
have to take that phone that just went off and put it in a glass of
water, if you don’t know how to turn it off. That’s basically what
I figured I would do if T found myself in that circumstance.

No. I just want to understand that. You know, we don’t need to
talk secret stuff. I mean, is there any doubt in anyone’s mind that
these attacks weren’t coordinated?

Mr. NOEL. Well, that was a matter of debate that drove a signifi-
cant amount of the time involved here. And I will defer to the De-
partment to let them explain that a little bit better.

Mr. SHAYS. It will be fascinating to understand that one.

Mr. NoOEL. The other point I was going to make was when the
Department did its own internal thing, what it would do is it would
develop a design basis threat, send it out to all the sites and con-
tractors. They would prepare written comments and concerns, and
send them in. Those comments would get analyzed and put into a
matrix, that would get circulated for review.

And as we point out in our report that went through about four
or five iterations of this. So every time you did that, you had a lot
of paper flowing back and forth, a lot of commenting and analysis
of the comments. And it’s just that whole process tends to be very
laborious.

Our point being, that might be all right for some more general
policy. But for this kind of a situation where the adversaries can
move very quickly, maybe you need to relook at that and not go
through that same process in the future.

Ms. BRIAN. Mr. Chairman, if I could add.

This is also relevant for your work in overseeing the commercial
nuclear power plants, that the NRC, when they were looking at
their design basis threat, were weighing in on this question of,
“Well, we only need to protect, you know, a smaller group because
this wasn’t a coordinated effort of a larger group.”

But something that I think might be missing in this conversation
is what was raised earlier. After the postulated threat was estab-
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lished, you then had the DOE separately making decisions about—
and this is a big part of the time problem—well, are we going to
accept the postulated threat at all?

And they sort of concluded, as GAO mentioned, for the first time,
“Well, we've decided we are going to have DBT, which is actually
less than the postulated threat.”

Mr. SHAYS. Well, I will just react first to this whole debate of 19,
20 versus four groups of 5. It was a coordinated effort. No one
doubts it. So, if anything, it speaks to the fact that they can take
19 people and use them in a coordinated way, and they can focus
on one or two targets. So, I mean, it seems to me that that is a
debate that should have lasted about 2 minutes. But we will get
into the numbers later.

Well, I think I'm just going to state for the record that I have
gotten nothing but cooperation from NNSA and Admiral Brooks,
and I have appreciated the amount of work they have done to help
us understand this issue. And so I want to put that on the record.

It just strikes me, as I went to three of these sites, that the task
is quite difficult—they are very, very old sites—and that I would
think that terrorists would design their attack based on what they
think it would take to succeed. And so the irony is, then we would
respond by saying what would it take to succeed, and then what
do we have to do to prevent that from happening, not based on
even historically what has been done, because I think that they
demonstrated on September 11th that they can take small cells,
have them work in a coordinated way against, at a precise period
of time. And it just seems to me that they have—that the design
basis for that would have to take that into consideration.

When we saw these sites and we looked at the design basis
threat back last year, it was very clear to me that if they could
meet the design basis threat, the design basis threat that they had
devised was simply not adequate. It just simply wasn’t adequate.
And I could think in more than one way how they could overcome
simply by two people inside instead of one or zero. I was astounded
at seeing the encroachment of the public to these facilities. I was
amazed at how many buildings I saw onsite and how easy it would
be for someone onsite to have some protection and get very close
to their target. And I mean, I could go on and on and on. And I'm
not saying anything that anyone just looking at a picture wouldn’t
conclude.

You have answered to me why it would take so long, but what
you basically have done is you have, Ms. Nazzaro, you have basi-
cally done in your report is you have basically said the design basis
threat isn’t adequate and you are basically saying it’s vulnerable
anld you are basically saying that it’s going to take too long to re-
solve.

Ms. NAazzaro. Correct.

Mr. SHAYS. Are you saying anything more than that?

Ms. Nazzaro. I think you have captured the three main points.

Mr. SHAYS. And because it’s so straightforward, I don’t believe I
have much more to add. Is there anything else?

I think what we will do—excuse me. Ms. Brian, what I would do
is invite any of the three of you to make any closing comment, and
then we will get on to our next panel.
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Ms. Nazzaro. I think I would just like to reiterate our rec-
ommendations to try to move——

Mr. SHAYS. Why don’t you run through them?

Ms. NazzAro. I will summarize, but what we are trying to do is
to expedite full compliance of the DBT. And first is to address the
outstanding issues, particularly as they relate to the improvised
nuclear devices; second, to develop that Department-wide imple-
mentation plan; and third, to inform Congress of that implementa-
tion status and any facility vulnerabilities that may affect either
the surrounding communities or the Nation at large.

Ms. BRIAN. I would just like to affirm what the GAO has said.
I think those are the most important steps. And I think that per-
haps today, by the committee getting to the bottom of the first step
toward that, which is the TA-18 move and establishing whether
this place is actually getting deinventoried or not will start the ball
rolling finally.

Mr. SHAYS. Very good. Thank you for your very important work.

And we will now get on to the next panel. That would be Linton
Brooks, Administrator, National Nuclear Security Administration,
Department of Energy; Glenn Podonsky, Director, Office of Security
and Safety Performance Assurance, Department of Energy.

And I will invite you to come forward and remain standing, and
I will swear you in.

[Witnesses sworn.]

Mr. SHAYS. I should have asked, is there anyone else who may
join you in testifying? If there is, I probably should ask them to
stand.

Mr. PoDONSKY. Mr. Chairman, I would like to ask the Director
of Security and the Director of Independent Oversight to stand.

Mr. SHAYS. If they will just stand, I will just swear them in. You
two gentlemen can sit down. Is there anyone else, Ambassador, you
would ask to be joining you?

Mr. BROOKS. I think I am flying solo.

Mr. SHAYS. You may not be asked to speak. And if you are, we
will make sure your name is on the record.

[Witnesses sworn.]

Mr. SHAYS. Let me just read a statement, but first, let me again
thank you Ambassador Brooks and you Mr. Podonsky, you have
both been extraordinarily helpful to this committee. You have not
been reluctant to tell us whatever we need to know. We couldn’t
have asked for greater cooperation.

We may have some disagreements. We don’t face some of the
challenges you face, but you are—we appreciate the good work you
do, and we will look forward to getting into details in our closed
hearing but also to talk about some important general concepts.

I would like to just make this statement—in response to our invi-
tation letter of March 23rd, DOE informed us just yesterday that
no witness was available to testify specifically on DBT implementa-
tion and decommissioned environmental management sites.

Those facilities possess unique vulnerabilities and possess dif-
ficult questions about the extent, pace, and cost of security en-
hancements. Unable to address those issues today, we will convene
a separate hearing on DBT implementation at DOE environmental
management sites. We have the Department’s commitment to
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make a high level witness available at that time. We would have
liked to have done it today, but it just means it will get a special
focus, which is I guess, what they wanted.

So, Mr. Brooks, welcome. What we do is we do a 5-minute state-
ment, but we roll over 5 minutes, so you have up to 10. We hope
you will stop somewhere between 5 and 10.

And may I also say that I understand you have some personal
challenges at home, and we do appreciate that you take this job so
seriously that you would meet your commitment here as well. And
we thank you for that.

STATEMENTS OF LINTON F. BROOKS, ADMINISTRATOR, NA-
TIONAL NUCLEAR SECURITY ADMINISTRATION, DEPART-
MENT OF ENERGY; AND GLENN S. PODONSKY, DIRECTOR,
OFFICE OF SECURITY AND SAFETY PERFORMANCE ASSUR-
ANCE, DEPARTMENT OF ENERGY

Mr. BROOKS. Thank you, Mr. Chairman.

Thank you, Mr. Chairman. Before I get into my prepared re-
marks, I would like to make a couple of points about the panel you
have just heard. And we can go into these at whatever length you
want.

From my perspective, while I'm sure there was somebody who
was worried about the cost of the design basis threat, I don’t be-
lieve it’s correct that cost was a driver in the decisions the Sec-
retary made. I don’t believe it’s correct that the challenges at Law-
rence Livermore will preclude adequate security or meeting of the
design basis threat. I don’t believe it’s correct that the Inspector
General found systematic cheating at Y-12. The Inspector General
specifically said he could not document the allegations he had
heard.

Nonetheless, both Mr. Podonsky and I think that any com-
promised performance testing is unacceptable, and whatever was
true in the past, there won’t be any in the future.

I don’t believe it is correct that the HEU materials facility at Y-
12 is an inferior design to the so-called berm design. In fact, it is
a superior design. And I don’t believe it’s correct that only 50 per-
cent of the material from TA-18 will be moved to Nevada. It’s our
intention to move all of that material. And I appreciate the com-
mittee’s indulgence, and I will be happy to expand on those. And
with your permission now, I appreciate the opportunity to appear
before you. I have submitted a prepared statement which I would
like to summarize.

Tightening the security that began with the establishment of
NNSA in the year 2000 and accelerated after September 11th has
resulted, in my view, in a strong, effective security posture at all
nuclear weapons research and production facilities. Today, no nu-
clear weapons, no special nuclear material, and no classified mate-
rials are at risk within the nuclear weapons complex.

That does not mean that we don’t have a great deal of work to
do yet. Secretary Abraham has made it clear that we can’t fulfill
our mission unless we can guarantee security. That priority is re-
flected in our 2005 budget request as well as in the reprogramming
request to be submitted this week. Our safeguards and security
budget has grown from $400 million in fiscal year 2001 to $707
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million in the current budget request. That’s a 75 percent increase.
The number of protective force officers guarding our facilities has
increased from 2,100 to over 2,400 during the same timeframe.

Overall, security performance as measured by independent re-
view has continued to improve. In the past year, no force-on-force
performance testing by the Office of Security and Safety Perform-
ance Assurance has found security forces unable to protect special
nuclear material on their site.

Now, while I am pleased with the progress we have made, our
long-term security has to be based on more than guns, gates, and
guards. Therefore, Mr. Podonsky and I will jointly commission an
examination of how we can harness the power of technology to im-
prove security.

We're already doing a great deal of that, which I will be happy
to talk about in the question period. But we will explicitly look at
what else might be done, and we will do so in time to affect the
2007 budget.

We will also look at accelerating the fielding of the technology we
already have in hand. We believe that we must reduce our reliance
on an old and aging physical security system and replace it with
state-of-the-art technology.

But while we prepare for the future, we have to deal with today’s
threats. All NNSA sites have completed and I have approved plans
to meet the design basis threat by the end of fiscal year 2006. We’ll
use formal vulnerability analysis to validate the security upgrades
that I've improved. These efforts are under way.

Because we have not fully formulated our plans at the time of
submitting the fiscal year 2004 budget, we’re also submitting a $55
million reprogramming request this week to keep our design basis
threat implementation on track. That will bring our budget for this
year to $638 million. We've asked for another $90 million specifi-
cally for design basis threat in the 2005 budget request.

Mr. SHAYS. Let me just interrupt you. Are you saying you’re ask-
ing for a supplemental

Mr. BROOKS. I'm asking for reprogramming in this fiscal year.

Mr. SHAYS. Within your budget or within DOE?

Mr. BROOKS. Within mine.

Our most significant site, which is the Pantex site, and the Office
of Secure Transportation, which moves both material and weapons,
are already prepared to meet the design basis threat; and I'm con-
fident that all sites will be in compliance by the end of fiscal 2006.

Let me now briefly turn to the GAO report issued today.

GAO spoke of the effectiveness of elevated security conditions. As
the report states, we raised from SECON level 4, which we used
to think of as normal, to SECON level 2 within hours of the attacks
on September 11. The idea of these measures, which are tailored
to each site, is to put up the best available defense against a broad
spectrum of threats. We've validated these measures somewhat
through tabletop analysis and through oversight, and we have
modified the procedures over the last 2%2 years to improve the ef-
fectiveness of SECON levels. Today, as a routine basis, we main-
tain SECON 3.

Seven times we've elevated our security condition, in each case
in response to the Department of Homeland Security elevating the
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overall threat level. As GAO quite correctly states, a heightened
state of readiness impacts training, effectiveness, and the protec-
tive force. It also costs money. We estimate it costs about $560,000
a day for every day that we are in a heightened alert status. So
we need to improve our ability to guard our facilities without
throwing people at them, and we need to reduce the amount of
overtime security force personnel are required to work.

We're aggressively hiring more security forces. Last year, the
Congress approved a recommendation by the Secretary to give us
additional flexibility in conducting background investigations to
speed up the clearance of our new hires. We are, as I said earlier,
trying to accelerate the use of technology—and we can talk about
some of this in the question period—as a way to increase the effec-
tiveness of security forces.

Secondary in the GAO report is improvised nuclear devices, and
there’s very little I'd like to say in the open session on this. How-
ever, we disagree with the GAO conclusion that an improvised nu-
clear device should be thought of as the equivalent of a nuclear
weapon. Our reasoning was based on analysis of physics and weap-
ons design, and we believe that nuclear weapons deserve the high-
est priority protection. That’s because to detonate and improvise a
nuclear device an adversary has to make that device into a condi-
tion where a nuclear weapon already is, and we believe that is a
greater challenge and therefore we believe that the highest security
should be reserved for nuclear weapons.

I'd like any further discussion of this, for fairly obvious reasons,
to be in closed session.

I know that the security of Y-12 is of particular concern to this
committee. It’s certainly got some of the most difficult security
problems anywhere in the complex. It’s old. Facilities were built-
in the early days of the cold war with no thought of the kind of
threat we have now.

I am, however, still convinced that Y-12 will meet the deadline
for implementation. Much of the funding for security upgrades that
I referred to earlier has been used for improvements at Y-12, and
much of the—about half of the $55 million reprogramming—will be
in Y-12 and about $25 million of the design basis threat money in
the 2005 budget will be for Y-12.

Now that level has led a number of people, including I believe
you, Mr. Chairman, to question the long-term viability of Y-12 as
a site for this mission. Secretary Abraham has committed to an-
other committee of the House of Representatives to conduct a zero-
based review of the entire weapons complex, based on a revised
stockpile plan which is in the final stages of approval and a look
at the design basis threat. He is committed, and we are committed
to looking at all options.

It’s clear, however, that if one of those options led you to con-
clude that you had to move Y-12 it would be a lengthy and expen-
sive endeavor. It would take at least a decade, cost probably bil-
lions of dollars, and during that time Y-12 security would have to
meet the same standard we are trying to achieve by the end of fis-
cal year 2006. So whatever the long-term merits, I do not believe
moving Y-12 or any other site is a solution to our near-term prob-
lems.
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I do, however, agree with the testimony you’ve heard that con-
solidating and securing special nuclear material is an important
part of our security strategy. We are well under way in our plan
to begin moving material from TA-18 to Nevada this calendar year.
We are also looking at other material consolidation candidates.

I believe consolidation, as referred to in the last panel, is impor-
tant within sites. For that reason, the highly enriched uranium
material facility in Y-12 is particularly important because it will
allow us to consolidate within the site and reduce the defended
footprint.

At the same time, sir, consolidation is not a panacea. We have
to have materials at some locations to carry out our mission.

For example, the subcommittee has heard suggestions to elimi-
nate special nuclear material at Lawrence Livermore. In our judg-
ment that would preclude our carrying out our stockpile steward-
ship assessments; and that’s because, while we can move the mate-
rial someplace else, we can’t move the research capabilities and
processes that exist at Livermore.

In conclusion, sir, we are fully committed—the Secretary is com-
mitted and I am committed to maintaining security at our facili-
ties. Implementing the new design basis threat is a major part of
that effort, and I am confident that we will continue to ensure the
security of the complex.

I thank you for your attention, sir; and I'm looking forward to
your questions after you've heard from Mr. Podonsky.

Mr. SHAYS. Thank you, Ambassador.

[The prepared statement of Mr. Brooks follows:]
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Testimony of Linton F. Brooks, Under Secretary for Nuclear Security and
Administrator, National Nuclear Security Administration
Committee on Government Reform, Subcommittee on National Security, Emerging
Threats, and International Relations
Hearing on Nuclear Security: Can DOE Meet Physical Facility Security
Requirements
Tuesday, April 27, 2004

INTRODUCTION
Mister Chairman, members of the Subcommittee. Thank you for this opportunity to
address security at the National Nuclear Security Administration’ s nuclear weapons

research and production facilities as well as the issues raised in the General Accounting

Office’s report on implementation of the May 2003 Design Basis Threat.

The tightening of security that began with the establishment of NNSA in 2000 and
accelerated in the wake of the September 11, 2001, terrorist attacks, has resulted in a
strong, effective security posture at all nuclear weapons research and production
facilities. Today no nuclear weapons, Special Nuclear Material, or classified materials
are at risk anywhere within the nuclear weapons complex. We are hard at work to sustain

that improvement in the security of the complex over the long term.

Secretary Abraham has made it clear we cannot fulfill our national security mission
unless we can guarantee security at our facilities. In recognizing security as essential to
our mission, he has directed spending on security take priority over other program
spending until we can guarantee that security. This priority is reflected in our Fiscal Year
2005 budget request with its significant growth in security spending as well as ina

reprogramming request to be submitted this week. Our safeguards and security budget



51

has grown from $411 million in Fiscal Year 2001 to $582 million in Fiscal Year 2004
and we have asked for over $707 million next year. That’s a 75% increase since 2002.
About half of this funding is spent on the protective forces that provide front-line security
at NNSA facilities. The number of protective force officers guarding our facilities has
increased from 2100 to over 2400 during that same timeframe. Overall security
performance as measured by independent reviews has also continued to improve. In the
past year, no force-on-force performance testing by the Office of Security and Safety
Performance Assurance has found security forces unable to protect the assigned assets on

their site.

While I am pleased with the progress we have made, our long-term security must be
based on more than guns, gates, and guards. Over the long term, we are committed to
harnessing the power of technology to improve security. To leverage this power,
Secretary Abraham has committed the Department to two initiatives. The first is
commencement of a study of DOE requirements and the technologies available today to
meet those requirements. We plan for this study to be completed in time to effect
changes in the Fiscal Year 2007 Budget submission. The second initiative will re-
establish a robust, active research and development program focused on accelerating the

availability of new security related technology to the field.

These complementary efforts are designed to reduce our reliance on costly, aging,
maintenance- and labor-intensive physical security systems and replace them with state-

of-the-art systems designed to put the assets we protect beyond the reach of even the
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most capable adversary. In the Twenty-First Century, America’s technological prowess
can provide invisible gates, omniscient over-watch, and lethal, accurate response capable

of deterring or defeating any adversary. We will move toward that future.

But while we prepare for the future, we must deal with today’s threats. All NNSA sites
have completed, and I have approved, plans to meet the Design Basis Threat by the end
of Fiscal Year 2006. We are working closely with our colleagues in the rest of the
Department of Energy to ensure those plans meet the rigorous test of the DBT. To that
end, we fully agree with the comments from the Office of Security and Safety
Performance Assurance on the need for vulnerability analyses to validate planned
security upgrades as well as the need for detailed schedules for achieving implementation
milestones. These efforts are now well underway at each site and a detailed schedule for

validation and testing is taking shape.

We have a number of initiatives and actions under way that demonstrate our commitment
to meeting the DBT by the end of Fiscal Year 2006. Since our DBT requirements were
not fully evaluated before the formulation of the Fiscal Year 2004 budget, we analyzed
this year’s budget to identify $55.4 million for reprogramming to keep DBT
implementation requirements on track. That would bring our total budget for this fiscal
year to $638 million. We have included another $89.9 million, in addition to the base, for
these requirements in our Fiscal Year 2005 budget request and anticipate providing the

necessary funding required in Fiscal Year 2006 and beyond.
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Our Nuclear Safeguards and Security Programs office is leading a team of security and
budget specialists to each site to make sure their budgeting processes captures all security
requirements and ensure headquarters and sites are in agreement on priorities and the way
forward. A second team of experts has just completed visits to every site to review locks
and keys procedures, collect best practices, and make recommendations for improvement.
1 have been briefed on the results of that review and plan to issue NNSA policy guidance
to upgrade existing locks and keys programs. In the long term, I intend to pursue an
initiative that will move us toward a “keyless” security environment within the next five

to ten years.

We have also used experts from outside the Administration to help improve the
effectiveness of security. I have recently received a report from Admiral Hank Chiles on
the health and future of the NNSA’ Federal security workforce. My staff is in the process
of developing an action plan to address the study’s findings and recommendations. In
very short order, I expect to receive reports from Admiral Rich Mies on the overall

effectiveness of NNSA security operations.

These reports will be a central focus of the NNSA Safeguards and Security Summit I will
hold in June with the top Federal, laboratory, and plant managers together with their
senior security staffs. My plan is to seek their input on how best to implement the
recommendations in these reports to enhance security effectiveness and better manage the

security career field. This will be the first such summit NNSA has ever held.
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Our corporate partners have also reaffirmed their commitment to security. For example,
the University of California has established a security oversight board for Lawrence
Livermore and Los Alamos National Laboratories. Lockheed Martin, prime management
and operations contractor at Sandia, has established a Security Subcommittee of their
Board of Directors to ensure appropriate continuing independent focus on Sandia
National Laboratories. We have new security chiefs in place at several of our

laboratories and plants, and we are beginning to reap the fruit of these changes.

The Administration’s efforts to meet the security challenges raised by the 9/11 attacks
have been well documented in both the GAO report issued today and in previous
testimony before this subcommittee. Accordingly, I will not recount those efforts now
except to establish them as the foundation for all subsequent and future measures. The
process of enhancing security at NNSA facilities has been an iterative one and each step
builds on the previous one and impacts the next in terms of the manpower and resources

to proceed.

GAO

The GAOQ report raised the issue of the effectiveness of elevated Security Conditions or
SECONSs at NNSA sites. As the report states the SECON at NNSA sites was raised from
SECON level “4”, or normal, to SECON 2 within hours of the attacks in New York and
Virginia. These site-specific SECON measures, generally equivalent to prudent measures
taken to protect life and property by American security forces worldwide, are designed to

put up the best available defense against a broad spectrum of threats and deter attack by
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raising the profile of security forces. Each site’s SECON Implementation Plan is

reviewed and approved by the NNSA site managers.

The effectiveness of SECON measures is validated through “table top “ analysis, limited
scope performance testing, alarm response drills and oversight by Federal site staff.
Those facilities at greatest risk or with the highest potential of catastrophic consequences
continually assess the effectiveness of SECON measures for critical areas and the
effectiveness of the site protective force to meet mission assignments. Over the last two
and one half years, sites have modified their security measures to reflect changes in threat
levels in response to guidance from Headquarters. As I stated earlier, testing on measures

to meet the new DBT are underway.

Today, our sites maintain SECON 3 plus additional security measures as a normal state
of readiness. During seven periods since 9/11, sites have been directed to elevate
SECON levels consistent with Department of Homeland Security setting Homeland
Security Condition Orange. As the GAO report indicates, a heightened state of readiness
does impact training, effectiveness, and the operation s tempo of the protective force.
Additionally, we estimate the cost of SECON 2 averages about $560 thousand per day

NNSA wide—most of that in protective force overtime costs.

We also recognize the need to reduce the amount of overtime security force personnel are
required to work. We are aggressively hiring required additional security personnel to

alleviate this problem in the short term. At our request, the Congress last year provided
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us additional flexibility on conducting the necessary background investigations to allow
these new officers to be effective. Additionally, the Secretary issued guidance in
September of last year requiring the application of technology solutions to security
challenges to the extent possible to reduce rehance on protective forces. In cooperation
with the Office of Security and Safety Performance Assurance, we have begun a major
initiative to employ available new technologies to enhance security and reduce costs.
The NNSA Safeguards and Security Engineering Team—a multi-discipline, multi-site
group - is an integral part of this process committed to promoting excellence in design,

implementation, operations, and integrity of security systems at NNSA sites.

Improvised Nuclear Devices

As indicated by the GAO report, those scenarios where there is a threat of detonation of
an Improvised Nuclear Device, or IND, were not necessarily considered the highest
category of risk. The reasoning behind our assignment of risk categories was based on
the analyses of physics, weapons design, use control, and security professionals working
on the DBT and follow-on guidance. Under the graded protection concepts used within
the Department, the Office of Security and Safety Performance Assurance, with
substantial support from my staff, concluded a complete, assembled, and certified
explosive device or weapon deserves the highest protection as it is already configured
with Special Nuclear Material and High Explosives in close and correct proximity. In
contrast, an adversary’s ability to detonate an IND is primarily a Special Nuclear Material
control issue. The adversary must achieve the conditions already extant in a weapon by

gaining access to materials stored in substantial fixed facilities with protection in depth
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and protective forces on site. For this reason, NNSA concurs with the rationale for such a

determination.

Any further discussion of this issue should be conducted in closed session.

DBT Implementation

As I stated earlier, I have received and approved DBT Implementation Plans from the
NNSA sites and we are tracking progress through quarterly reporting. The Fiscal Year
2005 budget submission includes specific DBT funding and I expect the Fiscal Year 2006
budget will be strongly influenced by DBT requirements, With planned FY 2004
reprogramming, Pantex and the Office of Secure Transportation will be prepared to meet
the new DBT in 2004.. [ can assure the members of the sub-committee all sites will be
in compliance with the DBT by the end of Fiscal Year 2006 using a combination of fixed

improvements and compensatory measures.

In fact, many of the basic improvements to physical security required for DBT
implementation have been accomplished or are well under way. Some facilities have
already been hardened. Critical material has been consolidated and the frequency of
patrols around retained materials and critical facilities has been increased. Vehicle
parking and movement has been controlled to increase the standoff distances around
facilities for protection from vehicle bombs. Vehicle searches, including canine searches
for bomb detection, have been stepped up. Temporary vehicle barrier systems have been

put in place and construction of permanent barrier systems has begun.
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We have not just increased the number of protective force personnel; we are continually
improving their capabilities to defend against determined attack. Security positions are
being hardened against blast and heavy weapons. To deny an adversary cover, lighting
has been improved and fields of fire cleared around perimeters and critical facilities.
Protective forces are being equipped with thermal imaging and night vision devices to
further enhance their ability to detect and engage any adversary. And, when and if they
must engage, protective forces will be using upgraded weapons and munitions with

increased range, accuracy, and lethality.

Y-12

I know that security at the Y-12 facilities at Oak Ridge, Tennessee, is of particular
concern to this Subcommittee. These facilities do represent some of the most difficult
security problems we face in some parts of the complex—aging, outdated facilities built
in the early days of the Cold War-- or earlier- when no threat of the current nature was
envisioned. The long list of compensatory measures, capital improvements, and security
upgrades identified by Site Office management to ensure Y-12 can meet the DBT clearly

indicates the magnitude of the effort.

I am, nonetheless, convinced Y-12 will meet the deadline for implementation. Much of
the funding for security upgrades since 9/11 has been used for interim improvements at
Y-12. In addition to the $82 million appropriated for Y-12 this year, $7.5 million in

headquarters funding was allocated to Y-12 and nearly half the $55.4 million in our
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reprogramuming request is earmarked for Y-12. The overall NNSA Fiscal Year 2005
security budget contains a request for $89.9 mitlion for DBT implementation
requirements and approximately $25 million of that is earmarked for Y-12. An

appropriate percentage of the Fiscal Year 2006 funding will also go to Y-12.

This level of effort and funding has led some to question the long-term viability of Y-12
as an appropriate site for this mission. Secretary Abraham has committed to conducting a
review of the entire weapons complex, based on the anticipated revised stockpile plan
now under preparation and the new Design Basis Threat. We are committed to a
complete review looking at all options. It is clear, however, that moving Y-12 would be
a lengthy, expensive endeavor that would impact the mission for at least a decade and
would costs billions of dollars. During that time period, security at Y-12 would have to
meet the same standard we are striving to achieve by the end of Fiscal Year 2006. For

this reason, I do not believe moving Y-12 is a solution to our near term problems.

We are doing more at Y-12 than just spending money. All our management and expertise
are appropriately focused on Y-12’s security issues. 1 have asked the Chief of Defense
Nuclear Security to focus the majority of his time and attention to ensuring Y-12 stays on

schedule to meet the implementation deadline.

Materials Consolidation

Consolidating and securing special nuclear materials is a major part of our overall

security strategy. We are already well underway on our plan to begin to move Special

10
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Nuclear Material from TA-18 to the Device Assembly Facility in Nevada as early as this
calendar year and well ahead of the schedule. It has been a lengthy process and it’s not
over yet, but we have learned many lessons. To capitalize on those lessons, and under
the banner of the Secretary’s Management Challenges, my staff -- teaming with
colleagues in Acting Undersecretary Garman’s organization- is working to identify and
prioritize other material consolidation candidates and develop a road map for
streamlining the process for future consolidation efforts. Consolidation is important
within sites as well as between sites. For example, the Highly Enriched Uranium
Material Facility (HEUMF) at Y-12 will allow us to consolidate materials within the site

and reduce the defended footprint.

At the same time, it is important to recognize that consolidation is not a panacea.
Material must be at some locations in order to carry out our mission. Thus, for example,
although the Subcommittee has heard suggestions to eliminate special nuclear material at
the Lawrence Livermore National Laboratory, our judgment is that such a step would

preclude our carrying out important Stockpile Stewardship assessments.

Conclusion

We at NNSA are fully committed to maintaining the security of the national treasures we
guard. Implementing the new DBT is a big part of that job. With your support, we can
continue our excellent track record, fix our problems, and ensure the long-term security

of the nuclear weapons complex.

11
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Thank you for your attention. I look forward to your questions.
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ADDITIONAL COMMENTS BY LINTON BROOKS

ADMINISTRATOR, NATIONAL NUCLEAR SECURITY ADMINISTRATION
Subcommittee on National Security, Emerging Threats, and International Relations

Committee on Government Reform
U.S. House of Representatives
April 27, 2004

Mr. Chairman, before I get into my prepared remarks, I'd like to correct the record on
some points raised by the previous panels.

It is not correct that the Design Basis Threat was limited for cost reasons. The
final recommendations to the Secretary did not discuss costs, only requirements.

It is not correct that the physical security challenge at the Lawrence Livermore
National Laboratory resulting from residential encroachment makes adequate
protection nearly impossible. In fact, the Office of Oversight and Performance
Assurance tested the protective force capabilities at LLNL in February 2004 ina
series of performance tests and found their capabilities satisfactory. We have no
reason to believe that LLNL will not be able to comply with the revised DBT
policy; they are currently on a path to meet his FY 2006 implementation schedule.

1t is not correct that the IG found “systematic cheating” on the part of the
protective force at Y-12. Although there were allegations, the Inspector General
“...could not find documentary evidence to support or refute the testimonial
evidence” on this matter. In any event, such protective force improprieties arc
totally unacceptable and we have taken steps to ensure they do not occur in the
future.

It is not correct that the proposed new HEUMF facility at Y-12 will decrease
security. The new design is superior to the carly berm design because it provides
“defense in depth” through a layered security approach. The original design
provided substantially less security. To develop a berm design with comparable
security features as the selected design would result in a facility which would be
much more expensive.

1t is not correct that only 50 percent of the Category I/Il material at TA-18 will be
moved to the Device Assembly Facility in Nevada. All the material will be
moved.

Mr. Chairman, I appreciate the Committee’s indulgence, and therefore I would like to ask
that the Committee allow me to provide a more detailed response for the record. With
that Mr. Chairman, let me get on with my prepared statement.
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Mr. SHAYS. What I'm going to do is I'm going to have Mr.
Podonsky speak, but just to tell you what my question will be, I
will want you to run down each of the points that you agree and
disagree with GAO on.

Mr. BROOKS. Sure. Now, sir?

Mr. SHAYS. No, just after he’s done. I'm just giving you a warn-
ing of what I want to ask.

Mr. Podonsky.

Mr. PopoNsKY. Thank you, Mr. Chairman; and thank you for in-
viting me to testify today.

You requested that we address the issues as they relate to the
GAO report dealing with DOE’s implementation of its revised de-
sign basis threat. I have addressed those issues in detail in my
written statement which I request be submitted for the record.

I would first like to commend the GAO for their thorough and
professional job in preparing their report. We agree that the issues
they raised are legitimate and valid and must be addressed. As ac-
knowledged in the report, we had previously identified and we’re
dealing with some of those issues. We conclude, as I believe that
GAO has also concluded, that while the issues raised in the report
are important many of them describe past events and of more im-
portance are DOE’s current actions to improve protection programs
and to implement the revised DBT. Therefore, I will only briefly
mention the issues raised in the GAO report and will devote the
bulk of my allotted time in discussing what we are doing to ad-
vance security and fully implement our revised DBT.

The issues raised in the GAO report essentially deal with the
time it took to develop and issue the revised DBT and the dif-
ferences to the threats described in the postulated threat and the
DBT. Additionally, two issues deal with the effects of the man-
power and intensive measures implemented on and after Septem-
ber 11, 2001, and the fact that effectiveness of these measures were
not evaluated using our formal vulnerability assessment methodol-
ogy. The final issues involve DOE’s need to provide additional im-
plementation guidance, implementation plans, and supporting
budgets associated with revised DBT.

We accept these issues as valid. The Department’s senior leader-
ship is committed to fully meeting the agency’s security responsibil-
ities, including the timely implementation of the revised DBT. That
commitment is reflected in Secretary Abraham’s recent creation of
my organization, the Office of Security and Safety Performance As-
surance.

While the Secretary holds line managers accountable for effec-
tively implementing security programs, he recognizes that the De-
partment’s effort to improve protection programs could be acceler-
ated and more effective if relationships and interactions between
headquarter’s elements and the fields were improved.

His direction to me when he created the office, resulted in four
major priorities: improve communications and cooperation between
my two organizations and the field, improve the quality and secu-
rity policy and policy guidance, evaluate and develop security-relat-
ed technologies and make them quickly available to the field, and
overall security training to ensure that national level training re-
sources are responsive to the needs of field organizations. I believe
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improvements in these four areas are key not only to our current
efforts to upgrade security and fully implement the revised DBT
but also to the future vitality of our protection programs.

We are improving the communication between my two offices and
other headquarter’s offices and security professionals in the field.
We're working hard to ensure that organizational relationships are
mutually beneficial and supportive of protection program needs. We
have removed some institutional barriers that have hampered com-
munications and have been successful in opening additional lines
of dialog between my office and other organizations and agencies.

Our security policies and implementation guidance are the foun-
dation of our protection programs. We believe that security policies
should be practical, based on real needs and unambiguous.

Some of our policies have fallen short of this mark. A major con-
tributing factor to past difficulties in resolving policy issues was a
prohibition against policy developers communicating directly with
field sites. The Deputy Secretary recently directed a change to this
ill-conceived practice, and we have established necessary dialogs to
facilitate policy development and revision. Our policy staff is cur-
rently at work reformulating and improving many of our security
policies.

The Secretary sees our ability to implement new security tech-
nologies as a crucial element in our effort to fully implement the
revised DBT. We are convinced that improved technologies will be
a long-term key in our efforts to improve the effectiveness and effi-
ciency of our protection programs. Whenever possible we have to
move away from the very costly and often inefficient manpower-in-
tensive responses to security concerns. The tendency to add more
guards must change. The introduction of new technologies, such as
active and passive barrier systems, can act as force multipliers that
reduce our dependence on manpower.

The Department has the scientific and technology resources to
address our technology needs. We are beginning to focus and im-
prove our internal efforts in this area in cooperation with the
NNSA and provide the field with technological options that can be
used to reduce manpower and improve protection systems’ effec-
tiveness.

Security training is our final focus area. Through our National
Training Center, we establish security training standards and pro-
vide safeguard security related professionals training for the De-
partment. We intend to increase the efficiency and effectiveness of
those efforts by ensuring that the training resources are more re-
sponsive to the specific needs of DOE and NNSA field organization.

We are focusing considerable effort in these four areas; and we
firmly believe that Secretary’s instincts will prove to be correct,
that these initiatives will have a profound effect on our efforts to
strengthen our protection programs. The Department’s leadership
has declared and demonstrated its willingness and determination
to take the actions necessary to improve our security performance
and to fully implement the revised DBT on schedule. We fully in-
tend to pursue our efforts until we have achieved a Department-
wide level of performance that meets our expectations, the expecta-
tions of Congress and of the American people.
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I'd like to close by saying in my 20 years of working as the De-
partment’s overseer and now as the Department’s overseer and pol-
icy promulgator, I have never seen an administration that was so
committed to improving security as this administration under Sec-
retary Abraham, Deputy Secretary Kyle McSlarrow and Adminis-
trator Ambassador Brooks.

Mr. SHAYS. Thank you.

[The prepared statement of Mr. Podonsky follows:]
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Introductory Remarks

Mr. Chairman and honorable members of the subcommittee, [ want to thank you for inviting me to testify
today regarding the Department of Energy’s processes for developing, evaluating, and implementing its
Design Basis Threat, which it uses as a benchmark to develop and evaluate protection systems throughout
the Department. We agree with the Subcommittee’s assessment that the current threat environment
facing the Department — and indeed facing the entire nation — represents a considerable potential risk to
our facilities, assets, and personnel. Everyone in the Department having security responsibilities - from
the Secretary to our armed protective forces and our individual employees — is aware that we live in
dangerous times and that we have custedy of particularly sensitive information, materials, and faciliues
that must be protected from a range of potential adversaries. We do not take our protection
responsibilities lightly. The Secretary, Deputy Secretary, and NNSA Administrator are committed to
meeting our protection challenges and have provided the impetus for numerous improvements in our

protection programs, some of which I will discuss in this testimony.

The Subcommittee has asked that we specifically address several issues as they relate to the General
Accounting Office’s report: Nuclear Security: DOE Needs To Resolve Significant Issues Before It Fully
Meets the New Design Basis Threat. Inresponding to the Subcommittee’s request. 1 will start by
addressing the specific issues highlighted in the GAO report, and will then describe the specific role of
my organization, the Office of Security and Safety Performance Assurance, in the Department’s
implementation process for the revised Design Basis Threat. I will then describe what we consider to be a

directly related and more important issue: the several key initiatives now underway that will significantly
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aid our efforts to improve the performance of our protection programs and facilitate our efforts to fully
implement the requirements of the revised Design Basis Tlreat on schedule. Let me begin then with the

specific issues raised in the GAO report.

Issues Reflected In The GAQO Report

First, I would like to say that we believe the GAO did a thorough and professional job in researching and
writing this report, and we value and appreciate their effort. We agree that the issues raised in the report
are legitimate and valid issues that we must address. As is acknowledged in the report itself, we ourselves

first identified some of those very issues and have been working to resolve them.

Revised Design Basis Threat Development Period

The first GAQO report issue that I will address involves the period of time it took — almost two years — to
develop and issue the new Design Basis Threat. GAO attributes this development period to delays in the
intelligence community’s efforts to develop an updated Postulated Threat, to DOE’s application of its
rather lengthy policy development review and comment process to the revision of the Design Basis
Threat, and to sharp debate within DOE and other agencies regarding the size and capabilities of future

terrorist threats and the availability of resources to counter those threats.

The Department’s Design Basis Threat Policy is predicated on an interagency document titled The
Postulated Threat To U.S. Nuclear Weapons Facilities and Other Selected Strategic Fucilities (the
Postulated Threat), developed jointly by DOE and other agencies, including intelligence agencies. and
published by the Defense Intelligence Agency. Previous versions of the Postulated Threat were published
as (interagency) policy, and consequently provided a substantial basis for our own Design Basis Threat

policy.

[§53
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Even before the terrorist attacks of September 11, 2001, there was considerable discussion within DOE of
the need to update our Design Basis Threat. However, a thorough revision of the Design Basis Threat
policy was dependent on the updating of its source policy, the Postulated Threat. In August 2001, shortly
before the September 11" attacks, DOE initiated discussions with other agencies aimed at reviewing and
revising the 1998 Postulated Threat. After September 2001, it was clear that the true nature of the
terrorist threat was significantly different from that reflected in previous threat assessments, and the need
to revise the Design Basis Threat to better reflect newly-recognized realities was beyond debate. There
was a concurrent recognition among the agencies responsible for the Postulated Threat that it also needed
revision, for the same reasons. However, the very events that highlighted the need to revise our threat
policies — the terrorist attacks of September 11" — also resulted in the reallocation of the resources needed
to revise the Postulated Threat to support real-time assessments of terrorist threats for national and
international events. Consequently, efforts to revise the Postulated Threat were delayed for several

months,

In January 2002 the Defense Intelligence Agency, assisted by DOE and other agencies, including
intelligence agencies, resumed the effort to update the Postulated Threat. This effort took approximately
one year and involved several revisions. During that period, DOE developed and internally civeulated
several drafts of a revised Design Basis Threat, each based on the (then) current version of the developing
Postulated Threat. Each of these drafts was circulated among our appropriate program offices for review
and comment. The Defense Intelligence Agency published the new Postulated Threat document in
January 2003 as a report {a threat assessment) rather than as a policy as had been previous practice. DOE
used the final version of the Postulated Threat to develop the final version of its revised Design Basis

Threat, which was issued several months later in May 2003.

%)
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Even given the various circumstances and the complicated nature of this development process, and the
necessity of knowing the ultimate parameters of the revised Postulated Threat before finalizing our
revised Design Basis Threat, we acknowledge that this process took longer than we would have liked.
The Secretary realized at the time that. even though this was a complicated development process with
significant impact on future programs, operations, and budgets, progress was slow, and he monitored
progress of the development effort through status briefings and updates. His concern about the pace of
progress and the need to improve internal coordination of such matters was one of his motivations for
creating the Office of Security and Safety Performance Assurance. It is important to note, however, that
DOE did not wait for the publication of a revised Design Basis Threat to take action to increase security
at our facilities. As described in the GAO report, on September 11, 2001, we recognized the changed
nature of the threat and instituted a number of measures to increase physical security levels at our sites;
many of those measures remain in effect. Some of those measures are manpower intensive and intended
1o be temporary in nature. Our deliberative process for implementing the requirements of the revised
Design Basis Threat, now underway, will result in longer-term, more permanent, more sustainable, more

robust, and more efficient and cost-effective upgrades to our protection systems.

Variances Between Threat Parameters in the Postulated Threat and the Desien Basis Threat

The GAO report points out that although the magnitude of the terrorist threat described in the revised
Design Basis Threat is greater than that described in the previous policy, it is smaller than that described
in the current Postulated Threat. It also offers the opinion that the criteria DOE has selected folr
determining when a facility may need to protect against radiclogical, chemical, or biological sabotage

may not be sufficient.

The differences in the parameters (e.g., numbers of terrorists, etc.) that appear in our Design Basis Threat

versus those in the Postulated Threat result from the differing scopes and purposes of the two documents.
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The interagency Postulated Threat is intended to serve as a reference for long-term planning and
programming by U.S. security forces. It takes into account potential threats against U.S. assets
worldwide, both inside and outside the U.S_, and characterizes what that threat is expected to look like
over a ten-year period. Given that scope, it assesses adversary capabilities in geographical areas where
adversary groups are home-based, operate in locations where they receive a level of support from
governments and societies, or operate in locations where there is little or no government control. In such
environments, potential adversaries have expanded capabilities. Hence, the Postulated Threat identities a

range of adversary capabilities that is based on what is possible anywhere in the world.

The DOE Design Basis Threat has a different purpose. It is the design basis for DOE protection systems
and a performémce standard for established protection systems. As such, it defines specific adversary
group sizes, equipment, and capabilities that must be countered with a high probability of success.
Through extensive analysis using the best data available from the U.S. intelligence community, DOE
analysts have established the current Design Basis Threat at a level that encompasses past terrorist events
worldwide, requires sites located in the United States to design and analyze protection systems against
specified adversary capabilities, and establishes a very high performance standard against that threat. In
addition, the Design Basis Threat provides the protection strategy that must be used for each of several
target types: examples of such strategies range from denial of access to establishing appropriate
administrative controls. While the revised DOE Design Basis Threat takes into account a variety of
sources and assessments, including the 2003 Postulated Threat, it is crafted to meet the Department’s

specific needs in relation to carrying out its protection responsibilities.

Regarding GAQO’s assertion that the criteria we are using to determine when facilities may need to be
protected against radiological, chemical, or biological sabotage may not be sufficient, we can assure you
that our intent is to employ appropriate criteria based on sound science. At present, much of that science

is oriented toward establishing safe levels of release during normal operations and under accident
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conditions. While the currently established criteria may not be the best for assessing malevolent acts,
they do represent the current level of knowledge. For this reason, they were incorporated into the current
Design Basis Threat while additional studies are conducted throughout the scientific commumty to
determine whether they provide an appropriate level of protection against the actual threats depicted in
the Postulated Threat and other intelligence community assessments. The Department is conttnually
working with other government agencies to cvaluate the criteria used for radiological, chemical. and
biological sabotage determinations. In particular, the Department continually monitors government
policy and legislation pertinent to toxicological sabotage and is committed to modifying our threat policy
upon the issuance of new or revised standards. For example, we have developed a policy, currently in the
final stages of comment and review, addressing the safeguarding of select biological agents and toxins. It
is based on 42 CFR 73 and incorporates the best security practices of both DOE and the Centers for

Disease Control.

We believe that the rationale used for the development of our current Design Basis Threat, described
above, ts sound and was the appropriate approach. However, we are continually looking for better ways
to do things, and I have directed a review of this process to determine if this is still the best approach and

if there is more we should be doing in this area.

Consequences and Effectiveness of Heightened Security Measures

While the GAO report credited DOE with taking immediate steps to improve physical security in the

aftermath of the September 11"

attacks, it indicated that those largely manpower intensive measures are
expensive and have resulted in elevated levels of fatigue, reterition problems, and reduced training for our
protective forces. The report also indicated that the effectiveness of the increased Security Condition

levels employed has not been assessed using formal vulnerability assessment tools such as computer

modeling and force-on-force exercises.



73

DOE has recognized from the outset the large burden that was placed on our protective forces to
implement the increased Security Condition levels in effect since the September 11" attacks. However,
the situation required our line managers to act quickly to provide adequate protection for our facilities
against the heightened threat, and that often meant employing measures that were designed for temporary
use. The protection element that could be modified most quickly was the number of protective force
members on duty. Therefore, unavoidably, some sites adopted measures that were costly, manpower
intensive, and, over time, impacted the readiness levels of our protective forces. As the increased threat
level continued, some sites took the initiative to modify other aspects of their protection systems to reduce
some of the burden on the protective force. Additionally, the long process of hiring, clearing, and training

new protective force personnel is providing some relief to the burden on our protective force personnel.

Acknowledging that the increased level of danger of a terrorist attack is not going to subside soon but will
likely be with us for the foreseeable future, on September 8, 2003 the Secretary directed line managers
and security professionals to emphasize finding or devising effective methods to make safeguards and
security dollars go farther and to reduce the reliance on protective force manpower. He also directed my
office to look hard at technologies that could be deployed to provide relief to the manpower burden issue
and improve protection systems in other ways. I will discuss our efforts in that area in more detat! later in

my testimony.

The GAQ was correct in asserting that when we implemented increased Security Condition levels, we had
not formally analyzed or tested the effectiveness of those increased levels. However, our protection

posture at higher Security Condition levels is more restrictive and more robust than our normal protection
posture. Intuitively, therefore, we conclude that our protection posture at higher Security Condition levels
will provide increased protection, but, in the press of time following September 117, we did not apply our

formal vulnerability assessment process to assessing the precise merease in protection betore emploving
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them. Our formal vulnerability assessment process provides a comprehensive assessment of the
protection systern and is therefore very time consuming and expensive. Under normal conditions, DOE
sites are required to employ it to ensure that their basic protection posture provides an acceptable level of
assurance that it can defeat the applicable threat. As an essential element of Design Basis Threat
implementation, DOE sites are now engaged mn employing the rigorous vulnerability assessment
methodology to evaluate every aspect of their protection systerns, including the additional measures

required to implement enhanced Security Conditions.

This additional vulnerability assessment effort requires more resources, and we recognize that one of our
current weaknesses is a shortage of personnel formally trained to apply the very complex vulnerability
assessment methodology. To address this need, I have directed our National Training Center (formerly
the Nonproliferation and National Security Institute) to increase the output of security professionals

trained in the application of this methodology.

Overarching Issues In Need Of Resolution

Finally, the GAO report noted that in order to meet the requirements of the new Design Basis Threat DOE
needs to address several overarching issues, such as providing additional Design Basis Threat
implementation guidance, creating implementation plans, and developing budgets to support those plans.
The GAQ report also expressed doubt that DOE’s goal of meeting the requirements of the new Design

Basis Threat by the end of FY2006 was realistic for some sites.

As the GAO acknowtedged in its report, DOE had previously identified these specific issues and was
already in the process of addressing them at the time GAO was collecting its data. In December 2003,
formal training was provided to DOE vulnerability analysts in the improved vulnerability assessment

process required to address the revised structure of the Design Basis Threat. In January 2004 the Deputy
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Secretary issued additional guidance regarding the expectations and procedures for full implementation of
the new Design Basis Threat. That guidance includes the requirement for each site to develop and
maintain tmplementation plans that identify all tasks necessary to achieve full implementation of the
Design Basis Threat and that establish realistic and measurable milestones necessary for the completion
of all identifled tasks. Tt further requires line managers, including Secretarial officers, to review and
approve the implementation plans and to track the progress of implementation efforts. Progress toward
achieving established milestones must be assessed, tracked, and reported on a quarterly basis, and
quarterly reports must also include an assessment - based on the results of current vulnerability
assessments, computer modeling, and performance testing - of the level of threat each facility is prepared
to meet. Finally, the guidance requires our independent oversight organization to critically review site
implementation plans, test the effectiveness of protection system changes that are implemented, and
evaluate the ability of protection systems to protect against the level of threat claimed in the quarterly

reports.

Sites have developed and submitted initial implementation plans, and these plans have been reviewed by
the appropriate line managers, Secretarial officers, and by my office. In some cases, revisions to the
initial plans were necessary to fully establish the analytical basis for the proposed actions and to supply
additional detail regarding implementation schedules. These implementation plans are living documents.
The initial plans reflect the best knowledge available at the time they were developed, and many were
primarily based on existing vulnerability assessments updated by tabletop exercises, expert opinion, and
performance testing. The results of ongoing vulnerability assessment activities, mission changes,
consolidation of materials, or other factors may require modification of some aspects of some plans
during the implementation period. Any necessary modifications to the irmplementation plans will be

documented, approved, and incorporated into the plans through the quarterly reporting process.
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Line management’s review of the implementation plans and supporting documentation evaluated the
projected costs associated with implementing the requirements of the Design Basis Threat. The plans
include the justifications for needed upgrades and identify the most cost-effective upgrades necessary to
achieve a high tevel of protection system effectiveness. The Department’s FY2005 Congressional budget
submission includes costs for planned security enhancements, and funds needed to complete full
implementation of the Design Basis Threat, based on the results of vulnerability assessments now in

progress, will be addressed in the FY2006 budget submission.

Regarding the ability of all sites to fully implement the Design Basis Threat by therend of FY2006, I must
emphasize that we have established that as our goal and we have every intention of meeting it. The
Department has made a very aggressive commitment in this case: we have identified what needs to be
done, we have instituted a process to monitor progress toward individual milestories and toward the
ultimate goal of full implementation, and DOE is committed to achieving all protection goals by the end
of FY2006. If and when progress or the liketihood of progress falls below expectations, senior managers
will take appropriate action. This approach has already led the Secretary to direct that special nuclear
material be expeditiously moved from TA-18 at Los Alamos National Laboratory to the Nevada Test Site.
If, as the end of FY2006 approaches, we assess that some facilities cannot fully and reliably perform to
the requirements of the Design Basis Threat, the Department’s managers will take immediate and _
appropriate action to mitigate urgent risks. These actions could include a wide range of management
responses, including curtailment or moedification of special nuclear material handling and operations.
modifications to the protective posture, or any other compensatory actions necessary 1o protect our assets

in accordance with the requirements of the Design Basis Threat.
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SSA’s Role in Design Basis Threat Implementation

While primary responsibility for implementing the requirements of the Design Basis Threat rests with our
individual sites and their line management chains, the Office of Security and Safety Performance
Assurance 1s responsible for assisting in this effort, monitoring progress, and validating the etfectiveness

of program enhancements. We have developed a three-phased approach to discharge this responsibility.

In Phase One, our Office of Security carefully reviewed the initial site implementation plans to determine
if they fully met the requirements laid out by the Deputy Secretary in his January 2004 Memorandum.
Whenever an implementation plan fell short of expectations in any way, the deficiencies were fully
identified to the responsible program office so the plan could be appropriately amended. Phase One has

been completed for the submitted plans.

During Phase Two, Office of Security subject matter experts review the supporting documentation
accompanying each implementation plan. This activity typically includes analysis of vulnerability
assessments to determine their accuracy, applicability, and appropriateness, and may include site visits as
needed. If these reviews indicate the need for any modifications to the implementation plan, the Office of
Security will work with the site to identify the specific modifications needed. Phase Two is well

underway.

Phase Three involves ongoing technical assistance and validation efforts. The Office of Security will
deploy multi-disciplinary safeguards and security teams — consisting of experts in physical securiry,
protective forces, alarm command and control systems, and material management and control - to provide
guidance and assistance on specific technical matters unique to each site. These teams will assist the sites
and program offices in identifying appropriate ways to meet the long-term operational requirements of the

Design Basis Threat. As I will discuss in more detail shortly, the Office of Security will also assist sites

11
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in this effort by identifying and deploying existing technologies and developing and deploying new
technologies that can increase the effectiveness and efficiency of protection systems. Additionally. the
Office of Independent Oversight and Performance Assurance, through its program of scheduled oversight
activities, will review progress toward achieving implementation plan milestones and will evaluate the

effectiveness of protection program enhancements that have been implemented.

Key Etforts To Improve Security Performance in the Department.

In my testimony to this point [ have addressed your specific interests in the issues raised and discussed in

the GAO report. Those issues deal largely with events of the past. In my opinion, what the Department is
currently doing to improve security programs and to facilitate the full implementation of the requirements
of the revised Design Basis Threat are of more importance and relevance, and may be of greater interest

to the members of the subcommittee.

The Department’s sentor leadership, including the Secretary, the Deputy Secretary, and the NNSA
Administrator, is fully committed to properly discharging the Department’s security responsibilities,
including the timely and thorough implementation of changes necessary fo meet the requirements of the
revised Design Basis Threat. They have demonstrated this commitment repeatedly, over time, through a
number of security-related initiatives. That commitment is reflected in Secretary Abraham’s recent
creation of my organization. While the Secretary properly holds line managers accountable for
effectively implementing security programs, he recognized that the Department’s efforts 1o improve
protection programs could be accelerated and could yield more effective results if relationships and
interactions between Headquarters elements and the field were improved. Secretary Abraham created my
office — the Office of Security and Safety Performance Assurance ~ to implement his firm belief that
Headquarters security resources, working closely and collegially with the field, could increase the

timeliness and effectiveness of protection program upgrades and could ensure that appropriate security
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technologies could be deployed where and when needed. His directions to me when he created the office
resulted in four major new priorities for my office: to improve communications and cooperation between
my organization and the field; to improve the quality of security policy and policy guidance; 1o evaluate
and develop security-related technologies and make them available to the field in a timely manner; and to
overhaul security training to ensure that national-level training resources are responsive to the needs of
field organizations. We believe that improvements in these four areas are key not only to our current
efforts to improve security and fully implement the requirements of the revised Design Basis Threat. but
also to the future overall vitality and robustness of our protection programs. The importance of our
initiatives in these areas and their pertinence to the interests of the members of the Subcommittee merit

further discussion here, so [ will more fully describe each.

Improved Communication Between Headguarters and The Field

First, we are improving the quantity and quality of (security-related) communication between my office
(including my subordinate policy and independent oversight offices), other Headquarters staff and
program offices, and field elements, including both line managers and security professionals in both
Federal and contractor field organizations. It is critically important to our efforts to improve the
effectiveness and efficiency of our protection programs that everyone in the Department with security
program responsibilities fully understand each other’s concerns and points of view, fully understand what
is expected of them, and fully and openly share ideas, information, and lessons-leamed to the benefit of
the entire DOE community. The task of improving communications among individuals and organization
is both easy and difficult. It is easy because the information that needs 10 be exchanged already exists,
and simply has to be exchanged between the appropriate parties. It is difficult because the exchange of
that information in some cases requires modifications of established patterns of interpersonal
relationships, management-imposed information flow processes, and organizational relationships. We are

working hard to ensure that all organizarional relationships are mutually beneficial and supportive of
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protection program needs. While numerous formal and informal communications mechanisms already

exist, our goal is to make these more effective.

Improved Securitv Policy and Guidance

Our security policies and the accompanying implementation guidance are the foundations upon which our
protection programs are built. We believe that our security policies across the board should be practical,
based on real needs, implementable, and sufficiently clearly stated as to not be open to widely divergent
interpretations. Some of our current policies fall short of this mark, and have been contributing sources to
some of the delays we have experienced in improving our programs in some areas. A major contributing
factor to the issues concerning policy was a past decision to prohibit policy developers from
communicating directly with field sites. This speaks directly to the previously discussed focus area ~
improved communications. The Deputy Secretary recently directed a change to this ill-conceived
practice, and we have established necessary dialogues to facilitate policy revisions and development. Our
policy organization is already at work reformulating many of our security policies to make the needed
improvements. Their instructions, as indicated above, are to ensure that policies are based on needs,

practical, implementable, and clearly stated.

Introduction of Security-Related Technologies

The Secretary sees our ability to implement new security technologies as crucial to our ability to fully
implerment the requirements of the revised Design Basis Threat. We are convinced that improved
technologies will be a long-term key in our efforts to improve the effectiveness, and particularly the
efficiency of our protection programs. We have to move away — whenever possible — from manpower
intensive responses to security concerns or elevated risks — the tendency to “add more guards.”

Manpower intensive responses are very costly and often not extremely effective. Permanent use of
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additional manpower involves long lead times to hire and clear personnel, and short-term use of
additional manpower often involves oppressive levels of overtime, which degrades individual
performance. The introduction of new technologies such as active and passive barrier systems and others,
can act as force multipliers that reduce our dependence on increased manpower levels. My office is
charged with evaluating or developing such security-related technologies, making them available to the
field for implementation in a timely manner, and assisting the field as necessary in their implementation.
The Department has the scientific and technical resources to address our technology needs, and in fact we
do development work in this area for ourselves and for other agencies. The NNSA Administrator, Linton
Brooks, and I intend to improve our internal efforts in this area and provide the field with technological

options that they can use to reduce manpower and improve the effectiveness of their protection systems.

This effort is already underway. For example, a current project at Oak Ridge illustrates our efforts in this
area and the potential for more effective employment of technology. My staff is cooperating with project
staff at Oak Ridge to incorporate more and newer technology into the design of the protection system for
a building where special nuclear material processing will be conducted to allow removal of the material
and eventual decontamination and decommissioning of the building. Clearly, a substantial cost savings
can be realized for this project if other methods can be substituted for the expensive protection measures
normally applied to a permanent facility, We are confident that, working together, my office and the line
nianagers responsible for these operations will be able to devise a solution that will ‘provide cost-effective
protection while significantly reducing protective force manpower requirements. Other complex-wide
efforts, such as our drive to consolidate special nuclear materials, will also help to reduce the protection

challenge and manpower requirements.
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Improved Securitv Training

The final focus area for major overhaul is security traming. My policy organization, through its National
Training Center (formerly Nonproliferation and National Security Institute), is responsible for
establishing security training standards and for providing safeguards and security related professional
training of various types. We intend to increase the efficiency and effectiveness of those efforts by
ensuring that the way training resources are employed is more responsive to the specific needs of field
organizations. To that end, I have recently appointed a well-qualified manager in my organization as
Director of the National Traning Center, and [ have given him specific guidance regarding my
expectations for the employment of these substantial training resources. Even prior to that appointment,
we were moving to respond to needs in this area. As I mentioned previously, late last year we conducted
specific training in new vulnerability assessment methodologies, and a related priority is to respond to the

needs of the field by training additional security professionals in that very complex process.

We are focusing considerable effort on these four areas, and I strongly believe that the Secretary’s
instincts will prove to be correct and that these initiatives will have a profound effect on our efforts to
strengthen our protection programs. We are already at work improving our performance in these areas.
Most of the necessary infrastructure was already in place, and in some cases we just need to change some

of our practices and ways of doing business to achieve our desired goals.

Concluding Remarks

As I conclude my remarks, [ want to emphasize my belief in the sincere intentions and unprecedented
efforts of the Department’s senior managers to improve our protection program performance. The
Department’s leadership understands and acknowledges that the goal we have set for ourselves — to fully

implement the requirements of the revised Design Basis Threat Department-wide by the end of FY2006 -

16
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is a lofty goal. Itis a challenging goal. To meet it will require both continuing management attention and
support and a significant effort by many people thrbughout the Department. The Department’s leadership
has declared its willingness and determination to take the steps necessary to meet this goal, and has
backed its declaration with action. The Secretary’s issuance of the revised Design Basis Threat and the
Deputy Secretary’s direction to the Under Secretaries to respond to it immediately (e.g., to apply it
immediately to new facilities and operations, to the restart of dormant facilities and operations, and to all
vulnerability assessments occurring after May 2003) reflects a commitment and a resolve to make
positive changes to the Department’s security programs. The Deputy Secretary’s stringent guidance on
the process for implementing the Design Basis Threat for facilities and operations that could not
implement it immediately, and the Secretary’s creation of my office to expedite security-related
improvements are further confirmation of an unyielding intent to improve the Departments protection

program performance.

‘We have made significant progress toward implementing the revised Design Basis Threat at many sites,
we are currently on track, and managers have demonstrated their willingness to make hard decisions to
support the effort. Without minimizing the magnitude of the task zhead, we believe that the Department
is approaching the task with confidence and a determination to succeed. We fully intend to pursue our
efforts to improve our protection programs until we achieve a Department-wide level of performance that
meets our own expectations as well as the expectations of Congress and the American people. Thank

you. This concludes my prepared testimony.
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Mr. SHAYS. Would you do me the favor, Mr. Podonsky, of describ-
ing what you are versus what Mr. Brooks is.

Mr. PODONSKY. I pause—you mean my function? For the Depart-
ment of Energy, I report to the Secretary of Energy.

I have two offices. One office is the Independent Oversight and
Performance Assurance Office headed up by Director Michael Kil-
patrick, who is responsible for independently assessing the per-
formance of the Department of Energy in environment, safety,
health, safeguard security, cybersecurity, and emergency manage-
ment.

Independence means that it’s

Mr. SHAYS. And environment as well?

Mr. PODONSKY. Environment as well. It’s independent of the pro-
gram offices. Their independence comes from how the work is con-
ducted. They are not implementers of any of the policies that are
promulgated by the Department.

My other office, the Office of Security, headed up by the Director
of Security, Marshall Combs, is responsible for promulgating policy
as well as providing technical assistance to help the field in its im-
plementation of DBT and other policies.

Ambassador Brooks is an implementer. He is many things, but
in that regard he’s an implementer. We are the policy promulgators
and the overseers.

Mr. SHAYS. Wait. He is not policy?

Mr. PODONSKY. According to the NNSA act, he generates policy
for his agency, but the Department policy, being from a Cabinet of-
ficial and according to the act as I understand it, the Secretary has
overall policy of the Department, which would include NNSA.

Mr. SHAYS. Ambassador, in your words, how do you define your-
self versus Mr. Podonsky?

Mr. BROOKS. He helps the Secretary set policy. I implement. He
comes and checks to make sure I've done it right.

Mr. SHAYS. Would the design basis threat—you both—tell me
your roles in establishing the design basis threat.

Mr. PODONSKY. I've been in this job for 4 months. So my job pre-
viously I was a critic of the design basis threat as the overseer.

Mr. SHAYS. That’s one reason why I was getting confused here.

Mr. PODONSKY. I'm schizophrenic, too, sir.

Mr. SHAYS. I didn’t say that.

Mr. PopoNskY. The Office of Security promulgated the design
basis threat for the Department in coordination with other agencies
and then coordinated, as you’ve heard in testimony by GAO, with
the other elements of the Department.

Mr. SHAYS. Who initiates the design? Do you initiate the design
basis threat?
hMr. PopoNsky. My Office of Security initiates the design basis
threat.

Mr. SHAYS. So it’s not Ambassador Brooks that does that?

Mr. PODONSKY. No.

Mr. SHAYS. What roll does he have, in your words, with design
basis threat?

Mr. PoDONsSKY. I believe Ambassador Brooks as well as the
Under Secretary for ESE has the responsibility to implement the
Secretary’s policy, and the design basis threat is the Secretary’s
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policy on what the posture of protection should be in the Depart-
ment.

Mr. SHAYS. The design basis threat basically determines what
the threat is. Do you also determine what the antidote to that
threat is or is that Ambassador Brooks that does that?

Mr. PODONSKY. I need to clarify. The design basis threat is quite
a misnomer, the word “threat.” Design basis threat is really a DOE
performance standard. The threat is developed by the postulated
threat document that is created by the Defense Intelligence Agen-
cy. So what the Department is—they take the postulated threat,
and they evaluate what’s contained in the postulated threat, and
they specifically are applying it to the DOE sites and the protection
of those sites.

Mr. SHAYS. That’s a little different than I basically had always
viewed it, and so I'm just exposing my ignorance, which happens
quite often. But I do want to understand it.

My view was the design basis threat was we would say that it
was likely that at, say, Y-12 you might have up to so many people,
you might have so many people in-house, out of it, and we would
give the worst-case scenario, and then you would have to design a
way to prevent that threat from succeeding. Now you're telling me
that the postulate—that you don’t determine that at all. That’s
someone else outside your organization that does that?

Mr. PoDONSKY. No, sir. Let me clarify, and I think in the last
panel there was also a question as well as the GAO question why
the numbers in the postulated threat differ from the DOE design
basis threat. And it might be helpful if I described the postulated
threat as the document that characterizes what the threat is ex-
pected to look like, and it’s intended to portray a range of adver-
sary capabilities.

Mr. SHAYS. And you would agree that’s a key assumption?

Mr. PODONSKY. Yes, sir.

Mr. SHAYS. Because you could design a threat to just be almost
meaningless and easy to come back or you could have a threat that
would be almost beyond absurd that you could never defend
against.

Mr. PODONSKY. And I think that’s probably part and parcel why
it took such a long time for the Department of Energy to publish
its design basis threat, and there’s some other factors that I could
go into later.

Mr. SHAYS. I don’t think it should take so long sir. I mean, that’s
one thing I could never accept, not in this day and age with the
threat existing. But, anyway——

Mr. PODONSKY. But getting back to your original question, sir, if
I might, the design basis threat for the Department gives the spe-
cific adversary group’s size, equipment and capability; and then the
DOE analyst established that design basis threat at a level that
considers all the terrorist events worldwide. And then they apply
it to the different sites with specific

Mr. SHAYS. Wouldn't it be logical, though, without talking num-
bers, that terrorists are going to—they did what they needed to do
to accomplish their mission? For instance, you only need two people
on the boat evidently with a bomb to go up to the Cole. You don’t
need 1,000. That doesn’t mean they won’t use 1,000 but they didn’t
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need to use 1,000 to do that. Or you only needed five people per
plane—in one case only four—but five people per plane and you
could take a plane. So they determined what they needed to over-
come any—to accomplish their mission.

Wouldn’t it be logical that terrorists would look at a facility and
say, well, my gosh, we may need 50 people in order to succeed here;
and am I to interpret because they never used 50 somewhere else
that we make an assumption that they won’t?

Mr. PODONSKY. No, sir. I think what has to happen is you have
a point in time that you can put so much security in place that you
end up not being able to do your mission. And somewhere the deci-
sion has to be made, is what is the Department—what agencies—
what risks are you willing to accept, and there has to be a tradeoff.

I'm not here to defend the current DBT as much as I would also
like to say that the DBT, the current DBT, was published in May
2003, is now almost reaching a year. And I would tell you that
when the authors of the original DBT put it forward to the Sec-
retary, the Secretary of Energy actually increased numbers, with-
out getting into specifics, which was quite a surprise to the safe-
guard security community that he actually increased it.

I've also been told as of this morning that I would like to share
with you that, as a result of your work and the GAO’s report, I am
directed in my new capacity to take 30 to 60 days to reexamine
where we are with the DBT and to see whether or not the numbers
need to change now that we’ve had a year of experience and what
does it mean.

Mr. SHAYS. Again, I'm getting a little confused, because the issue
of the size and equipment and capabilities is not determined by
you; correct?

Mr. PODONSKY. It’s determined by the intelligence community.

Mr. SHAYS. Right. So the intelligence community—I think some-
how having the intelligence community determine this makes me
less comfortable, and I don’t mean to be cute. You are then sup-
posed to find the antidote to that; correct?

Mr. PODONSKY. My staff, yes, sir.

Mr. SHAYS. That’s your staff, not Ambassador Brooks.

Mr. PODONSKY. Yes, sir.

Mr. SHAYS. So now what is ironic is you're being asked to look
at the design basis threat and not the intelligence, and that’s why
I'm getting confused. If it’s their job, why are you being asked——

Mr. PoDONSKY. I think because of the commitment of this admin-
istration to security and the reality of the word today, they recog-
nize that we need to reexamine where we are. As I said in my
opening statement, we agree with the points made in the GAO re-
port.

Mr. SHAYS. I would think when setting design basis threat, you
would look at your capabilities and then you would say, my gosh,
how could someone beat our capabilities? That’s the way I would
think that a terrorist would do. They would want to get informa-
tion about how you secure a facility and then they want to say, OK,
what do we do to beat your preventative measures? Then, what I
would think they would do is they would say, well, we would have
to do these things. Then they would have to determine whether it
is feasible or not, and you would have to determine the same thing.
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You would have to be trying to anticipate what the terrorists would
be doing.

For instance, in a site where there is not much of a buffer, and
where you can get to the perimeter very easily, I would think the
terrorists would say, well, it would take—I'm just going to just take
something that that has no intelligence behind it—it’s going to take
50 people. They’re then going to go and say, well, can we then logi-
cally amass 50 people? And you're going to do the same thing, and
you’re going to know at what point they have no capability. I would
think that’s ultimately how you would determine the threat.

But what I'm hearing you say is that were seeing what they
have done in the past; and if they didn’t, for instance, amass 50
people, then we may make an assumption they are not going to use
50 people, which strikes me as a hope and a prayer.

Mr. PopoNskY. No, sir. That’s not what I'm implying. If that’s
what you're interpreting from my statement, then—then let me try
to clarify that.

Historically, as we all know, on September 11 we were all sur-
prised and shocked at what transpired. When we talk about the de-
sign basis threat, it’s more than just adding numbers. It’s exactly
what you're saying. There’s a lot of analysis that goes into targeted
attractiveness, the potential paths that would take place; and if I
might, if you’ll allow me, I will give you one vignette.

In 1996, wearing my oversight hat, we went out to test the per-
formance at one of our sites; and we brought with us the Navy
SEALs. And the Commander of the Navy SEALs—we were testing
against the previous design basis threat; and the Commander of
the Navy SEALSs said, Mr. Podonsky, if I was going to take this fa-
cility, I would bring in whatever number I needed to take the facil-
ity, which supports your statement. But we still have to balance
what is the likelihood of an event and what’s the amount of people
that they are likely to amass and what do we want to protect
against and there is a degree that has to come; and while I do not
know anything to prove that there was money driving the numbers
for design basis threat, it would be inconceivable to me that money
could not be a consideration at some point.

Mr. SHAYS. Money has to be, ultimately. Otherwise, we could do
an absurdity and say we’ll have 10,000 people guard each site.
Well, obviously, they would get in each other’s way and probably
be a danger, but money is a factor, and if we don’t admit that,
we're not being honest.

Ambassador Brooks, help me out in this conversation. When I
traveled with you and we talked about design basis threat, I felt
that you had a say in the design basis threat. And, by the way,
help me out in this postulated threat or design basis threat. Walk
me through that.

Mr. BROOKS. Certainly, sir.

First, let me talk about the internal organization of the Depart-
ment. You have to distinguish between formal responsibility and
where the Secretary turns for advice.

The formal responsibility for preparing the design basis threat
document was with the Office of Security at the time, prior to Mr.
Podonsky’s arrival, a separate stand-alone office reporting to the
Secretary. The Secretary, however, as is his practice, turns to his
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senior subordinates for advice. So when the Office of Security pre-
pared the draft of the design basis threat, the Secretary asked for
the views of the then Under Secretary Card, he asked for my views
and, he asked for the views of the Deputy Secretary. So I did have
an opportunity, as I do on most policy things, to make my views
known, even though I might not be formally responsible for devel-
oping that particular policy; and that’s fairly common within gov-
ernment.

Further, since I am responsible for making sure that we are im-
plementing the Secretary’s policy, I need to understand it well and
so, when we traveled, I attempted to articulate it to you.

Now let’s talk about postulated threat and design basis threat.

A group from the intelligence community—and Mr. Podonsky
and I have met with the analysts who actually did this and walked
through exactly what they did to make sure that we understood at
a classified level where there was data and adversaries where
there was judgment. We were advised of their views on what might
do and might not do. And we were told that in some places there’s
just no data, you’re not on your own, and there’s a little of all of
that in the postulated threat.

A group of analysts from the intelligence community with com-
munity support looked at what is the plausible threat worldwide
over the next 10 years—and those two words are very important:
the design basis threat—then looked and said, what is the problem
we have to deal within the United States? For example, they said
one wouldn’t expect to see no cooperation from the government for
terrorists, as might be true overseas; no meaningful support for
terrorists within the population, as might be true overseas; no
nearby logistics facilities, as might be true overseas.

So, after analyzing it, the Office of Security came to some conclu-
sions about what would be an appropriate threat that the Secretary
should promulgate to govern security at our sites. The Secretary,
who is not a captive of his staff, took that, talked to a bunch of peo-
ple, listened to a bunch of people and made, as Mr. Podonsky said,
some judgments; and then that became his policy, and our task is
to implement it.

So the postulated threat was the basis from which the design
basis threat evolved, but the design basis threat is the Secretary’s
formal guidance to us about how to allocate resources.

Mr. SHAYS. As you both are responding to these questions, I
think I'm having a sense of why I feel uneasy; and so maybe you
can respond. It strikes me that the postulated threat is based on
what we have seen terrorists do. If we followed that logic, it would
explain why we would never have been prepared for September 11.
Because we basically said, terrorists as a general rule, don’t know
how to fly planes, and as a general rule we haven’t seen five of
them take a plane and use it as a missile. But, in fact, they did
that. So if the postulated threat is based on historic practice—I
would be very uneasy.

Mr. BROOKS. Yes, sir. I want to choose my words very carefully,
remembering this is an open session; and we may want to go into
this more later. The word postulated is important, and it is not lim-
ited to what has been seen in the past.

Mr. SHAYS. Fair enough.
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Mr. BROOKS. It uses what has been seen in the past to inform,
to make some postulations about what might happen in the future
and provide some nonquantitative estimates of probability. But I
think if the analysts who were working it were here they would
want to distinguish between documents traditionally done by the
Intel general community, which are based on, as much as possible,
evidence and a document which says, based on the evidence, what
is plausible and is therefore a postulated threat. The word in this
particular case actually means something.

Mr. SHAYS. I’'m going to get to your going through the response
to GAO. But let me ask you, again, is it your job to defend these
sites or is it Mr. Podonsky’s job?

Mr. BROOKS. My job.

Mr. SHAYS. So, basically, the design basis threat ultimately goes
through his office. It’s your job ultimately to defend against the
threat. And then, Mr. Podonsky, is it your job to see if they can
do that?

Mr. PoDONSKY. Yes, sir, to independently test Ambassador
Brooks’ facilities as well as the rest of the Department’s facilities.

Mr. SHAYS. So now I'm getting a sense that the two of you dis-
agree a little bit on the GAO’s findings, is that fair?

Mr. BROOKS. I don’t think that is true.

Mr. SHAYS. OK. I heard basically agreement with GAO from you,
Mr. Podonsky, and I heard Ambassador Brooks’ disagreement with
GAO.

Mr. BROOKS. That may have been inelegant phrasing on my part,
because I didn’t hear Mr. Podonsky say anything I disagreed with.

Mr. SHAYS. OK. So tell me what you agree with within the re-
port—and I'm looking at page 27 where it’s first, second, and third.
Would you go through each of those and tell me what you agree
with; and, finally—there’s four points—and the conclusions.

Mr. BROOKS. I have seven recommendations listed. I may not ac-
tually have the exact same version of the document you have.

Mr. SHAYS. Let’s just go through it. So, “First, DOE needs to
know the effectiveness of its most immediate response to Septem-
ber 11, 2001, the move to higher SECON levels. The higher
SECON levels, while increasing the level of visible deterrence, have
come at a significant cost in budget dollars and protective force
readiness. We believe that DOE needs to follow its own policies and
use its well-established vulnerability assessment methodology to
evaluate the effectiveness of these additional security measures.”
Do you disagree with that?

Mr. BrROOKS. I think that’s a good recommendation, and we ought
to do it.

But I also agree with the comment that you heard from the pre-
vious panel that in the near term, as a practical matter, the only
way you can increase security protection in the short term in re-
sponse to threats is more people, and that’s essentially what we get
with SECONSs, but I think that we are spending a lot of time and
energy on it and formally understanding how effective that is is a
perfectly reasonable thing. I think—would you like me to just go
down the

Mr. SHAYS. Just go down. So the second——
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Mr. BROOKS. I have no objection to looking at how the DBT was
developed.

Mr. SHAYS. This is a second——

Mr. BROOKS. The second bullet that says, “Review how the DBT
is developed to see if this policymaking approach is appropriate.”
I think that, whatever may or may not have been appropriate for
a radical change that was represented by September 11, we're
probably going to be looking at incremental changes. So I think
that’s a perfectly reasonable thing to do. I'm not sure it will make
a huge deal of difference.

The most important recommendation and the one in which—and
I'm speaking personally, because the Department hasn’t taken a
formal position on these. I believe that the graded threat approach
is appropriately applied, for reasons I said in my statement, to im-
provised nuclear devices.

Mr. SHAYS. It says, “Reexamine the current application of the
graded threat approach to sites that may have improvised nuclear
device concerns.” And you agree or disagree with that?

Mr. BroOKS. I have no objection to reexamining anything. I be-
lieve that when we reexamine it we will find that we were correct.

Mr. SHAYS. You're not going on like Allen Greenspan on me and
talking in tongues, are you?

Mr. BROOKS. No, sir. I think we'’re right.

Mr. SHAYS. So the bottom line is you accept that they need to re-
examine, but you don’t think they need to?

Mr. BROOKS. You always ought to look at everything, because
otherwise you fall into complacency. I do not share the underlying
assumption of the GAO that we’re applying this methodology im-
precisely.

I'm going to defer to Mr. Podonsky on chemical and biological.

Mr. SHAYS. Here’s what I'm going to do. Let me do this. We have
one, two, three, four, five, six, seven recommendations. Do you
agree with all of these recommendations; and, if not, which ones do
you not agree with?

Mr. BROOKS. Yes, sir. I agree that we should examine the graded
threat approach as it applies to improvised nuclear devices, be-
cause serious people have suggested we ought to look again. But
from what I know so far, I remain convinced that we are correct.

The rest of the recommendations, I don’t disagree with any of
them, although I defer to Mr. Podonsky on the comment on biologi-
cal and chemical.

Mr. SHAYS. Let me ask you, on all of the seven, where do you
come down?

Mr. PopoNskKy. Well, maybe this is from all of the years of my
oversight, so we are partially the internal GAO, but I agree with
all the recommendations that we need to be—that we need to look
at these carefully.

Mr. SHAYS. Are you as confident as Ambassador Brooks is that
reexamining the current application of the graded approach to sites
that may have improvised nuclear device concerns, that’s not—
we’re not going to find much?

Mr. PoDONSKY. I don’t share the same convictions that we may
not find much. I'm a strong believer that we need to evaluate it in
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the light of the year experience that we’ve had since we published
the DBT.

Mr. BROOKS. I don’t disagree with that.

Mr. SHAYS. So, basically, all of these recommendations you con-
cur with but maybe not with the same level of enthusiasm.

When Ambassador Watson heard there was an ambassador
Brooks, she decided to come down quickly. Why I am grateful is it
enables me to have her presence here but also to note for the
record a quorum is present and then be able to take care of some
business before I recognize Ambassador Watson and—Congress-
woman Watson.

I ask unanimous consent that all members of the subcommittee
be permitted to place an opening statement in the record and the
record remain open for that purpose. Without objection, so ordered.

I ask further unanimous consent that all witnesses be permitted
include their written statements in the record. Without objection,
so ordered.

You have the floor. I thank you for coming.

Ms. WATSON. Thank you so much, Mr. Chairman.

I just wanted to underscore what the chairman said. I think it’s
essential that we reexamine all of our systems, methodology and so
on in light of the newer warnings that have occurred in the last
48 hours that the target will be the United States. They’re looking
for soft spots.

I just returned from Vegas, a wedding, and I asked about the
power outage, and the taxi driver said that wires were cut, and it
was an inside job.

So we need to go back over—and I know that procedures were
probably acceptable, but we cannot be too cautious, and I would en-
courage you—and I think you are all in agreement that the rec-
ommendations need to be reviewed, and I would encourage all dif-
ferent departments and units to just go back over and look at their
security systems.

I thank you gentlemen very much. I'm sorry I wasn’t here for the
opening of the hearing, but I want to encourage you to support
these recommendations sincerely.

Mr. SHAYS. I thank the gentlelady very much for, one, coming
and making that point, and being here.

Ambassador, both my staff and I had a question on your opening
statement; and I'm just going to have counsel just ask you a ques-
tion. It was kind of curious.

Mr. HALLORAN. Thank you.

There’s a sentence in the second paragraph of your submitted
statement which you read. It says, “Today no nuclear weapons,
Special Nuclear Material, or classified materials are at risk any-
where within the nuclear weapons complex.” I think I understand
what you're saying, but you’re not saying there’s no risk. Could you
decode that for us?

Mr. BROOKS. I am not saying that there is no risk. There’s al-
ways risk. What I am——

Mr. SHAYS. He’s trying to be like Allen Greenspan.

Mr. BrROOKS. Well, what I'm trying to convey is that there is no
material that is not adequately protected, that the people who pro-
tect it are well trained and confident, that people looking, as Con-
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gresswoman Watson said, for soft spots would be ill-advised to
come to the sites for which I am responsible, because they aren’t
soft spots. But I am also trying not to pretend that there isn’t work
left to be done because there is. That’s what I was trying to convey
with that.

Mr. SHAYS. Because the bottom line is, the design basis threat,
we're not going to even come close to reaching the requirements
there for a few more years——

Mr. BROOKS. At all of the sites. A couple of them are close now.

Mr. SHAYS. And you have agreed with GAO that we need to reex-
amine the design basis threat?

Mr. Brooks. That’s correct.

Mr. SHAYS. So you're saying we need to reexamine it, and you
acknowledge with GAO that we’re not even going to reach that—
living up to the existing design basis threat in the timeframe we
had hoped to; correct?

Mr. BROOKS. I want to be very precise, Mr. Chairman—we are
going to be prepared to meet our obligations under the Secretary’s
policy about the end of fiscal year 2006. We're going to, in some
sites, do it sooner. We’re going to put compensatory measures in
where we can’t meet it until 2006.

I do not share the skepticism that I discern in the GAO report
that we’re not going to meet the 2006 date. But that’s 2006. This
is 2004. So, obviously, we’re going to make improvements over the
next 2 years. I'm not suggesting and did not mean to imply that
we have done everything yet.

Mr. SHAYS. Let me have Ms. Watson ask a question.

Ms. WATSON. Mr. Ambassador, in the light of the new threats,
is there a possibility that we would review people who are respon-
sible for the various security systems and do an in-depth review of
who they are? You know, I just am very sensitive since I was told
it was an inside job. So do you check those responsible and check
them out, too, the new hires as well?

Mr. BROOKS. Yes, ma’am. We do that in three ways.

One is, of course, all the people in positions where they could in-
fluence this hold “Q” clearances, which involves a background in-
vestigation; and we update that periodically.

Second, those people who have direct access are in the Human
Reliability Program, which provides a constant monitoring.

And then, third, as a matter really of nuclear weapons safety, in
addition to security we use a concept where no single individual—
call it the two-person rule—where no single individual can have an
unimpeded access to a weapon in a way that would allow causing
a detonation.

So we have a kind of a constant procedure to guard against the
danger from insiders; and we do look at people, as you suggest.

Ms. WATSON. Thank you.

Let me just ask this: Is the 2006 goal based on the cost of review-
ing the security? Why 2006?

Mr. BROOKS. Because that appeared to the Secretary to be when
you could plausibly get there. I mean, there are some things that
you can speed up by throwing money at them; and there are other
things that you simply can’t. If you want to improve physical sys-
tems, it takes time. If you want to look at protective forces and say
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they need different equipment and need to be trained on it, it takes
time. So 2006 was intended to recognize that we were trying to
make a fairly significant improvement in security and that any-
thing that can implement overnight isn’t hugely significant, so the
idea was to give us time to get there.

Ms. WATSON. I don’t think 2 years is overnight. I just feel that
in this era where we’re being threatened, internationally and na-
tionally, too, we might want to speed up.

I'm from California, and we have earthquakes all the time. The
former Governor said, well, we’re going to have phase one, phase
two, phase three of resupporting the freeways. Well, wouldn’t you
know, there was an earthquake, and the freeway went down, and
we were No. 3. It was an earthquake, and it went down in the cen-
ter of my district. So I am saying everyone needs to have a No. 1
States, all of the various freeway sensitive spots.

So I'm thinking the same thing during this time when we have
been threatened and we know these threats are very real. Maybe
we want to speed that up. And you don’t even need to respond. I
just wanted to throw that out.

Thank you very much, Mr. Chairman.

Mr. SHAYS. Let me just tell you how we’re going to conclude. The
counsel is going to ask two more questions. I'm going to invite the
other panel up if they want to make a comment before we go be-
hind closed doors, because they may want to put something on the
record that we can ask behind closed doors.

Mr. HALLORAN. Ambassador Brooks, in your initial list of things
you wanted to comment on the first panel, you said that the
nonbermfacility at Y-12 was still adequate. So I would ask if you
could supply for the record a little more thorough explication of
that in terms of what you're doing to respond to the IG’s report and
to rebut my simple assumption that underground is better than
aboveground in terms of what’s more secure.

Mr. BROOKS. Certainly. That’'s—I'd be happy to provide that for
the record.

Mr. HALLORAN. Thank you.

And also a clarification of the——

Mr. BROOKS. Excuse me. May I make a point?

The assumption that underground is better than above ground is
perfectly valid. Unfortunately, the difference between the two com-
peting designs aren’t limited to that, and that’s the reason why I
believe that the design we’re now pursuing is superior, and we’ll
lay that out in some technical detail for you on the record, sir.

Mr. HALLORAN. Thank you.

[The information referred to follows:]
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COMMITTEE: HOUSE COMMITTEE ON GOVERNMENT
REFORM, SUBCOMMITTEE ON NATIONAL
SECURITY, EMERGING THREATS AND

INTERNATIONAL RELATIONS
DATE: April 27, 2004
WITNESS: Linton F. Brooks

PAGE: 84, LINE: 1931

INSERT FOR THE RECORD
The current design for the Highly Enriched Uranium Materials Facility (HEUMF) at the
Y-12 site is an above-ground design and some questions have been raised about the

security effectiveness of this design. I would like to make several points.

The current design is based on the defense-in-depth security concept. Sandia National
Laboratories has conducted extensive analysis to confirm that the current design will
meet the current Design Basis Threat (DBT) requirements, and has more flexibility to
respond to future DBT changes. The bermed design, on the other hand, would require a

larger protective force to meet the current DBT requirements.

With the bermed design, as conceived, we would have difficulty incorporating upgrades
to the facility’s protection system in the future. Making the bermed concept respond well
against a larger threat (beyond the current DBT) would likely require incorporating
features similar to those for the current design or designing the facility as a secure

underground facility.
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If we upgraded the original bermed design, to include features similar to those in the
current defense-in-depth design, the capital cost would be approximately $10 - $11

million more than the current design.

Since the bermed facility would require more guards, the life-cycle cost associated with
the bermed design would be approximately $23 - $70 million (present value) more than

the life-cycle cost associated with the current design.

Putting the HEUMF construction on hold while performing redesign and/or more detailed
studies to further develop a detailed configuration and cost of a bermed facility could
result in a project delay of up to 2 years. The additional cost associated with a 2-year

delay and engineering cost for redesign is estimated to be $30 - $35 million.

The current design provides the lowest life cycle cost of the options considered to address

the current DBT, and the design decision made in 2001 has been revalidated.

Assistant Secretary’s initials: Preparation Lead: NA-55

Office Phone: 202-586-3476 Preparation Team: Tim McCune, NA-55
Concurrences: Bill Desmond, NA-55

Date Question Received:
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Mr. HALLORAN. The other matter would be in terms of the sched-
ule to remove all the material from the TA-18. There was a ques-
tion in the first panel about whether it’s just 50 percent and the
intention is to keep 50 percent there past 2010 or whether the plan
is to move it all.

Mr. BROOKS. The plan is to move it all. Where 50 percent comes
from is we’re going to remove 50 percent before we get the capabil-
ity relocated to do what we’re doing. That will reduce the number
of storage facilities at TA-18 from two to one. That will take away
from the diversion scenario, and so that will be a real improvement
in security. Then we’ll move the rest of it after we have reestab-
lished the capability that’s now at TA-18 to Nevada. That’s where
the 50 percent comes from. But we’re going to move it all.

Mr. SHAYS. Let me ask, is there anything that either of you
fvoulrc)l like to put on the record in this open session before we meet

ater?

Mr. PoDONSKY. Yes, Mr. Chairman. I would like to say one thing.
It’s an iteration of what I said earlier.

We recognize that under your leadership this committee is taking
a very serious look at national security and security within the De-
partment; and as a career member of DOE, not a political ap-
pointee, I want to emphasize the tremendous focus that this Sec-
retary and the Deputy Secretary and Administrator Brooks have
put on security. I think my colleagues from POGO as well as the
GAO can testify to the fact that we have not seen this before. This
is unprecedented within the Department’s leadership.

Mr. SHAYS. Thank you very much.

I concur with your statement that there’s a tremendous amount
of hard work. I would just say to you in public that I believe that
we have too many sites, and I believe our sites are so antiquated
that they pose a risk. I realize, Ambassador Brooks, in the process
of consolidating, that takes a tremendous amount of time, but I
don’t want you to wait until my daughter is 20 years older or if—
I want you to at least get it done when she’s 10 years older. I real-
ize those are political decisions as well, but I would hope the De-
partment would—the professionals would weigh in so at least
there’s a record so the politicians will have to respond to it.

I thank you very much, and I'm going to invite the other panel
to come up just to see—and we’ll see both of you a little later.
Thank you.

Ambassador Brooks, I understand you may have to leave fairly
quickly after. Are you going to be there in the beginning of that
open session?

Mr. BROOKS. I was not intending to be there, Mr. Johnson will
be there in my place.

Mr. SHAYS. That’s fine. We understand the reason why, and that
will be fine. Thank you for being here.

I want to make sure that there’s not anything we should put on
the record. Ms. Brian, I will start with you, since you’re sitting
down first.

Ms. BrIAN. Thank you very much, Mr. Chairman, for the oppor-
tunity.

I just wanted to submit for the record both the Inspector Gen-
eral’s report on systematic cheating of the—Dby the security guards
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at Y-12 as well as this April 9 memo by Dr. Everet Beckner re-
garding the relocation of materials at TA-18, that he’s moving 50
percent over 18 months, and the Secretary of Energy, however—is
that he wants all of it moved in 18 months.

[NOTE.—The Department of Energy report entitled, “Inspection
Report, Protective Force Performance Test Improprieties,” may be
found in subcommittee files.]

Mr. SHAYS. When we talk about cheating, we do know that there
has been some cheating. Is the word “systematic” used by——

Ms. BriaN. They talk about repeated instances.

Mr. SHAYS. Repeated instances is the way we’ll both define it
then, OK?

Ms. BRIAN. That’s fine.

And I just wanted to make two final responses that were made.
One is with regard to the materials at Lawrence Livermore and the
inability of the scientists to perform their work unless it is there.
Those critical—what’s considered by NNSA as critical experiments
are also taking place at Los Alamos; and I'd also like to point out
that if—the materials needed to also be done by Livermore sci-
entists. If the material were moved to the Nevada test site, those
few scientists that are actually working with those materials could
take a 1-hour plane ride to Nevada to do that work.

And the second point I wanted to respond to was in the graded
approach between a nuclear weapon versus nuclear materials, I
just wanted to say that you don’t need to make the materials into
the configuration of a weapon to create an improvised nuclear de-
vice. You can do it within minutes.

Mr. SHAYS. Fair enough. I'm not sure Ambassador Brooks would
disagree with that. If he would, he might want to come up.

Ms. Nazzaro.

Ms. NAzzARO. Yes, thank you, Mr. Chairman. I have two points
I'd like to make.

First, we are very optimistic that—by the fact that DOE is now
not only accepting but agreeing with our recommendations. I think
that goes a long way to starting off on the right foot here.

The second is, regarding the discussion you had earlier on the
postulated threat versus the design basis threat, we do want to
make note that it is recognized that the postulated threat is a
worldwide assessment, and it does apply to the United States, and
in the past DOE has matched one for one, the postulated threat
with the DBT. This is the first time that they had deviated from
that.

Mr. SHAYS. And the significance of that is?

Ms. NAzzarO. Why is DOE making a determination now? When
you have the intelligence community making this postulated
threat, why is it that DOE thinks that they have more information
or better information, that they don’t need to guard against such
a threat?

Mr. SHAYS. One more question—I guess we will get to that in the
closed door, and that is very helpful for you to bring up, Mr. Noel.

Mr. NOEL. Just one other thing, we were talking about risk ear-
lier. I mean, a point that we made in our report is that, basically
by definition now, the Department facilities are at a higher level
of risk because they are defending still at the old DBT. We now
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have a new DBT at this level, and it is going to take them a couple
of years to get there.

Mr. SHAYS. And that may not be high enough. Correct?

Mr. NoEL. Well, we are asking them to reexamine that in the
two specific situations. And so to say that nothing is at risk is just
not true.

Mr. SHAYS. It was; we are giving the Ambassador a little poetic
license. I think I know what he was trying to say. And I don’t usu-
ally put words in witnesses’—I think what he was trying to say is,
don’t think our sites are vulnerable and an easy target. But I do
know that the Ambassador knows that we would clearly not be
going to a new design basis threat, and we aren’t there yet.

So, therefore, if we think even that design basis threat is a log-
ical threat and we are not there yet, we are at risk of not being
at that level. But, you know, he is also trying to make sure that
people don’t think that it’s an easy target.

Mr. NOEL. No. And we would certainly—these are very heavily
defended targets by very well-trained people.

Mr. SHAYS. Right. But we are, I believe, at risk. And until we
get these sites exactly to the conditions we want, I think we are
at risk.

Thank you all very much. We are adjourning this hearing, and
we will convene a briefing, not a hearing, behind closed doors at
1:30.

[Whereupon, at 12:05 p.m., the subcommittee was recessed, to re-
convene at 1:30 p.m., the same day.]
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